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Abstract 

The emerging trends of Enterprise Service Platforms (ESPs) and Enterprise Service Marketplaces (ESMs) 

promise a tremendous change in the way enterprises consume and deliver services. The increasing number of 

service offerings along with the ever-growing catalog complexities are moving users and providers further apart 

in the traditional service business models. Leading technology companies are beginning to shift their focus 

toward service transaction automation and delegation. Virtual Assistants (VAs) have gained much interest across 

multiple contexts. However, the current state of the art is still fragmented and limited in terms of providing an 

overall, integrated, and structured reflection of the application of VAs in the domain of ESPs or ESMs. This 

scholarly work discusses the emerging demand for context-aware VAs to support, accelerate, and automate 

service transactions in ESPs and ESMs. 

Context-aware VAs should be explored based on the concept of context awareness, whose theoretical foundations 

and architectural patterns are examined first. The definition and functionalities of context-aware VAs are then 

analyzed, followed by a discussion of their integration into ESPs and ESMs. Finally, the detection and prevention 

of privacy-related issues, as well as Privacy-By-Design and Privacy-By-Default perspectives, are addressed. An 

overview of existing research and future research directions conclude the study. 
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1. Introduction

Virtual assistants have gained considerable popularity among users. Their widespread availability on smartphones and other 

personal devices supports mundane activities such as searching for information, making reservations, or ordering meals. 

Context-aware techniques enable an automatic adaptation of the virtual assistant’s behavior to the user, increasing the overall 

experience. A similar approach within enterprise environments would enhance the overall experience and productivity of 

employees working with enterprise service platforms (ESP). Within an ESP context, a VA could help users by answering 

questions, automatically generating knowledge articles, and providing decision support. The need for a context-aware solution 

becomes even more pressing when considering the increasing number of VAs with generative artificial intelligence capabilities. 

The combined forces of these technologies allow a VA to answer complicated and complex questions appropriately. Integrating 

a VA and context-aware techniques with an ESP opens the door to additional possible capabilities such as automating mundane 

tasks, enhancing document retrieval, providing recommendation support, and ensuring policy compliance. Implementing a 

context-aware VA requires groundwork in context-aware technologies and a clear architecture that positions the VA within an 

ESP. Several aspects must also be covered, including possible commercial context-aware VAs, the levels of context awareness 

supported, data governance, integrated tools, and the evaluation of a context-aware VA. Subsequently, several representative 

use cases demonstrate how the use of a context-aware VA provides additional business value. The overview covers the 

foundations of context-aware technologies and discusses how context-awareness can benefit the employee experience and 

productivity in ESP-enabled organizations. 
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Context-aware systems have seen significant growth within the last decade. Initially, the focus was to enhance mobile products 

with context awareness, such as context-aware smartphones, tablets, displays, or cameras. Yet contexts can also help within 

static environments such as corporate information systems where employees interact with multiple tools and documents; 

organizational external context would allow such systems to adapt behavior and functions to the actual user and data situation. 

Applying context-aware techniques within Enterprise Service Platforms can help emulate a human-like interface with 

employees, driving innovation and user experience. 

1.1. Overview of Context-Aware Technologies 

Context-Aware Virtual Assistants for Enterprise Service Platforms should be studied with an objective, evidence-based 

approach, emphasizing formal structure and clear presentation. The advent of context-aware technologies has moved the area 

of artificial intelligence beyond logical and statistical frameworks to encompass semantics rooted in perceptual and situational 

relations. Clearly defined context models and rich representations of context not only support knowledge-enabled and 

knowledge-based systems, but also provide the foundation for the next generation of virtual assistants (VAs). 

Context-aware VAs are well placed to retrieve domain knowledge in terms of concrete instances, interrelate knowledge from 

various sources (knowledge bases, knowledge graphs, knowledge bases, and emergent knowledge enabled by LLMs), 

synthesize results in a conversational manner, automate discrete tasks, and support decision making during ill-defined tasks. A 

rich history of context-aware operations has been reported in the literature, with examples including context-enabled adaptive 

Systems, context-aware Web services and middleware, and context-aware mobile applications. 

 

 

 

Fig 1: Beyond Logic and Statistics: A Formal Framework for Context-Aware Virtual Assistants in Enterprise Service 

Platforms 

2. Foundations of Context Awareness 

Two major issues define the foundation of context awareness: theory and structure. Context awareness relies on a theory of 

context and on a context representation model. The theory informs the context model; the model is then used by the context-

aware application throughout its life cycle in a generic way. Together, theory and structure provide a foundation that is flexible 

enough to encompass both sophisticated services in controlled environments (e.g., military, fire, and plumbing) and relatively 
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simple context-aware applications in user environments (e.g., sensing the car driver, a user’s busy schedule, and the desire for 

privacy). 

Several properties of context are generally accepted: (a) context changes constantly, and changes must be carefully monitored 

and actively used by the applications; (b) the context changes can be sudden (e.g., an automobile crashes) or gradual (e.g., 

weather conditions) or both (e.g., an enterprise’s stock market position); (c) context changes may not be observable but their 

presence may be inferred by a combination of observable changes; (d) larger changes in context can be composed of smaller 

changes; (e) some context variables just are not observable directly, but may be inferred by other indirect observations over 

time in a context that keeps repeating itself; and (f) context information never is complete, but always can be made consistent 

for some purpose. 

 

Fig 2: Contour-based visualization of thematic emphasis density across sections 

Equation A. Context as a time-varying state 

Step 1 — define a context state vector 

Let the assistant’s context at time t be a structured state: 

𝐜(t) = [

c1(t)

c2(t)
⋮

cd(t)

] 

Each component could represent user role, device, location, active task, service catalog slice, policy constraints, etc. 

Step 2 — observation model (some context isn’t directly observable) 

Let sensors/logs/platform signals be: 

𝐨(t) = h(𝐜(t)) + 𝛜(t) 

where h(⋅) maps true context to what is observable, and ϵ is noise/missingness. This corresponds to the point that some 

context is inferred from other observable changes. 

Step 3 — inference (estimating context from observations) 

A generic estimator: 

𝐜̂(t) = argmax
𝐜

 P(𝐜 ∣ 𝐨(t), 𝐨(t − 1), … ) 

2.1. Theoretical underpinnings 

The foundations of context awareness for virtual assistants (VAs) are based on the systematic investigation of context-aware 

systems, enriched with concepts from the domain of knowledge technology. Existing research work shows that innovations in 

the context-aware domain are also applicable to the development of VA-based systems. Knowledge technology empowers the 

construction and operation of intelligent systems, where knowledge is explicitly represented, processed, and utilized. 

Theoretical ideas of symbolic AI, language technology, and, in a broader extension, CNLs (Controlled Natural Languages) 

offer high-level models for the retrieval and synthesis of information. 

Context-awareness, the technology for gathering and processing external information to enhance the system’s performance, 

introduces another intelligent feature in the newly conceived VA-based assistants. The underlying architecture is layered 
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without contradicting the original model. Context-aware methods have become an essential part of technology stacks to support 

the development of context-aware virtual assistants. Knowledge-based contexts are formal representations of knowledge 

technology in the context-aware domain and can be used to enhance the performance of context-aware VAs significantly. 

Table 1. Core Elements and Quantitative Enumerations Used in the Study 

Element (from paper enumerations) Count 

Properties of context (a–f) 6 

Context representation categories 5 

Layered architecture layers 4 

Access-control guidelines 6 

SUS questionnaire items 10 

2.2. Context models and representations 

Various context models and representations have been proposed to tackle a range of research problems across different 

domains. Existing context-based knowledge representation systems can be classified into five broad categories: 

1. General Knowledge Representation Frameworks: These frameworks provide basic definitions of what constitutes context 

and context-awareness without reference to any particular domain. They concentrate on the formal representation of context 

and related reasoning processes. Examples are provided by the models of Dey and Abowd, Schilit et al., and Huang et al. These 

models support the definition of context but stop short of providing any specific representation or reasoning mechanisms. 

2. Domain-Specific Context Representations: These representations focus on particular applications and define the domain-

dependent context in detail. Within a car assistance application, for instance, a representation would include the driver 

information (e.g. identity, age, gender, recent events), the car status (locational trajectory) and performance, and the possibility 

of incoming events (e.g. morphology and context of an upcoming traffic light or police officer). Context is specified for a 

parking or road assistant car, explicitly modeling expected events (what's in the way, or where it may park). In smart retail, 

context comprises store layout, promotions, inventory, clients/testers’ expectances, and history. Acquaintance knowledge can 

suppress or serve ads closer to a target location. Other domains, such as intelligent transportation systems, health, education, 

and marketing, also have their own definitions. 

3. Context-Based Knowledge Networking Systems: Context networks use the notion of context to create users’ and service 

knowledge based on correlations in their interactions. Context expresses what one perceived or delivered or what services were 

referenced or delved into. The context pattern of a specific user-service relationship helps in anticipating expected behavior in 

future interactions. 

4. Context-Specific Knowledge Reasoning Systems: These systems model context for specific tasks, but the models do not 

permit context-specific support for reasoning. Context is for dialog management and user personalization. 

5. Context Representation Subsystems in General Systems: Context is represented as a subsystem in a higher-level knowledge 

system. 

3. Architecture of Context-Aware VAs 

Layered architectural patterns for context awareness in VAs employ a core context-aware SOA with three functional layers. 

The context detection and context reasoner modules possess great genericity and can be reused in other enterprise context-

aware applications. Novel components, such as the entity disambiguator and the data synthesis engine, as well as additional 

pieces of context information, address the particularities of enterprise assistants for the novel task of knowledge product 

synthesis. Implementation of such a layered architecture is supported by integration with enterprise service platforms, i.e., 

frameworks for integrating enterprise software applications and business data. Such platforms typically provide internal 
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services of different specialties, including messaging, authentication, and pre-built connectors to enterprise systems for 

exchanging messages or performing operations. 

Integration with a context-aware enterprise platform enhances the capabilities of enterprise-aware virtual assistants to cover 

more complex use cases. Moreover, such integration improves the management of context information and context-related 

operations, which can now take advantage of a set of reusable services. The combination of such services further extends the 

range of specialized context-enabled operations. Key extensions include the empowerment of enterprise assistants to search 

conversations from enterprise communication systems (e.g., Teams, Slack), provide summaries of such conversations and 

connect to external knowledge bases in order to enhance decision-making and problem-solving business processes. 

3.1. Layered architectural patterns 

Virtually all applications of the context-aware concept follow a layered architectural pattern including: 

• A context-aware data storage layer, responsible for the definition of sophisticated logical structures for the storage of context 

data, for instantiating such structures, and for du-plicating context information from one context source to another, based on 

specific demands. 

• A context-awareness decision layer, where context information from different sources is collected and semantically fused. 

• A context-service layer, aimed at supporting user and application detection of relevant context information and its 

subscription. 

 

Fig 3: Decoupling Context: A Layered Formal Architecture for Semantic Context-Aware Management Systems 

• A context-aware application (service) layer, offering the support for business applications to detect relevant context data 

sources and to retrieve the information, if needed. 

To operate through such layers, formal context models are usually defined, enabling an unambiguous formal representation of 

context information, independent of its physical instantiation. Dedicated context-aware management systems may be built for 

managing context representation and access. Context models contents are accessed according to their semantics through 

dedicated, context-service-oriented interfaces. 

3.2. Integration with enterprise service platforms 

Enterprise service platforms provide the foundation for integrating service- and customer-facing functions within an 

organization. These platforms encompass software systems that organize and manage enterprise resources; underlying business 

processes; supply chain management flows; service requests; or production, logistics, and delivery operations. They can serve 

as primary repositories for structured data relevant to completing operational tasks, and they can also make available supporting 

information that helps service professionals assist customers. Virtual assistants may operate independently but are expected to 

be integrated with enterprise service platforms in a way that allows them to facilitate tasks undertaken by service- or customer-

facing employees. 
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Integrating context-aware VAs with enterprise service platforms requires defining the information to be extracted from the 

platforms, identifying the context in which the VAs will provide contextual help, and detailing how the VAs will cleanse and 

structure the extracted data into contextually relevant responses. Various scenarios can be considered, including knowledge 

retrieval, decision support, automation of simple tasks or complex business processes, proactive assistance, and generating 

synthesis-based knowledge—especially when the source of synthesis is a limited dataset. Realizing the potential of integrating 

context-aware VAs with enterprise service platforms entails structuring the context surrounding specified activities—such as 

knowledge-gathering, operating-support, or knowledge-synthesis tasks. 

4. Functional Capabilities and Use Cases 

Context-Aware Virtual Assistants (CAVAs) equipped with proactive semantic analysis and task automation capabilities 

address two distinct problem areas that hinder efficiency and productivity in large organizations: the time-consuming nature of 

information retrieval and the tediousness of repetitive tasks. In such environments, an increasing burden rests on employees’ 

capacity to absorb, apply, and share knowledge, contributing to knowledge overload. CAVAs alleviate these difficulties by 

synthesizing information and automating processes, augmenting human capabilities rather than replacing them. 

CAVAs offer core functionality similar to existing knowledge assistants but set themselves apart through real-time monitoring 

of systems and user activities. Continuous semantic analysis identifies inflection points that present opportunities for 

automation or decision support. Activities with a repetitive nature, in which the contextual information being acted upon reflects 

a pattern already established, allow for automation of the corresponding behavior. In contexts characterized by uncertainty, 

CAVAs assist in narrowing down the possible alternatives. 

Equation B. Explicit context retrieval + implicit filtering 

Let services be s ∈ 𝒮. 

Step 1 — initial retrieval score using explicit context 

Scoreexp(s) = sim(query,service(s)) ⋅ g(𝐜explicit) 

• sim: text/semantic similarity 

• g(⋅): boosts/filters based on explicit context (role, department, locale, etc.) 

Step 2 — implicit-context filter / re-ranker 

Score(s) = Scoreexp(s) ⋅ f(𝐜implicit) 

where f(⋅) ∈ [0,1] down-weights items that don’t fit implicit constraints (current workflow stage, recent actions, platform 

signals), exactly as described. 

Step 3 — selecting top-k 

𝒮k = TopKs∈𝒮Score(s) 

Step 4 — correlating partial results to synthesize one response 

If multiple services return partial results r1, r2, … , rm, the paper says the “formal context model correlates incoming partial 

results and generates a unified response.” 

A standard formalization: 

Answer = Synthesize(r1, … , rm ∣ 𝐜̂(t)) 

4.1. Knowledge retrieval and synthesis 

The use of a context-aware virtual assistant to facilitate knowledge retrieval and synthesis showcases how these systems can 

enhance the user experience within an enterprise service platform. An enterprise service platform is a collection of services 

(and associated data) made available within an enterprise domain that can be accessible and reused by other services to support 

business processes across organizational boundaries. In this case, the enterprise service platform implements the services 

offered by a department responsible for managing corporate travel, accounting, and human resources. These services cover a 
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variety of functions that satisfy the requests of employees and comply with legislation, and therefore any request requires the 

involvement of multiple actors or partners. A key feature of the service platform is its open nature, making it possible to add 

services offered by partners outside the organization to enhance the services used by employees. In a corporate travel service, 

for example, the agent manages the internal aspects of the service and uses external service providers—airline companies, hotel 

chains, car rental companies, insurance companies, and so on—to satisfy the client’s request. To support automated queries 

about these services, a context-aware virtual assistant is positioned as an intermediary between employees and the enterprise 

service platform’s services. 

When a user query is made, explicit context is used to retrieve the most relevant services for the task. An additional context-

based filtering step enhances the results by analysing implicit information, which can be made available by the enterprise 

service platform. This kind of context-aware approach has the advantage of using context as the main parameter not only to 

retrieve the most relevant information from the data sources but also to check the suitability of the sources at execution time. 

Finally, when the context-aware virtual assistant is used to fulfil complex user requests that require the retrieval of information 

from multiple services to respond correctly, the formal context model is applied to correlate incoming partial results and 

generate a unified response to the user. 

Table 2. Itemized Contribution Scores for Context-Aware Knowledge Synthesis Evaluation 

Item (1–10) Raw score (1–5) Contribution 

1 4 3 

2 2 3 

3 5 4 

4 2 3 

5 4 3 

6 1 4 

7 5 4 

4.2. Task automation and decision support 

Large-scale enterprise systems often require humans to perform routine and time-consuming tasks to fulfil business operations. 

These sessions involve repeated actions or structured workflows. A context-aware VA with sufficient authority can undertake 

these tasks on behalf of users to improve productivity. In addition to automation, step-by-step assistance is also available. For 

example, it can assist users by automating the execution of repeated functions, suggesting the next steps to minimize user 

cognitive effort, or checking and validating the correctness of an assigned task with well-defined requirements. In this sense, it 

acts as an AI-enabled, automated consultant that considers every relevant facet. 

Context-aware VAs can identify the execution status of such tasks or workflows and notify users of anomalies or exceptions. 

For instance, if a user inquires about a specific task but has not yet received any notification about completion within the usual 

execution duration, the VA can check the progress. Depending on the user request, it can find the responsible user group, check 

the execution status of the task, notify the responsible user of the delay, escalate it to the next level of management, or even 

notify the end-user of the task's failure and offer possible alternatives. In addition, a context-aware VA can suggest, initiate, or 

evaluate a complex decision according to a specific context. 

5. Privacy, Security, and Compliance 

When enriching enterprise service platforms with context-aware virtual assistants, the privacy and security of user data, 

including sensitive organizational data as well as personally identifiable information of the employees, should be given utmost 

importance. Therefore, mechanisms must be incorporated to ensure the protection of user privacy and prevent the leakage of 

sensitive corporate data throughout the VA pipeline. 
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A comprehensive data governance framework must also be established, encompassing the definition and enforcement of data 

authorization and access control policies for the data stored within the enterprise service platform. Such policies should dictate 

which data may be used for training the VA model, under what conditions data sharing is permitted, and who is authorized to 

access which data items. This will guarantee that in data-sensitive situations, such as when a user interacts with the VA in a 

public place or when the underlying model is being shared with third parties, the VA is able to respect the users’ privacy and 

the organization’s data governance framework. A unified definition of the authorization and access policies for the complete 

data stored in the enterprise service platform will also help prevent friction and controversies while using the VA, enabling 

cooperation and boosting adoption. 

To address privacy concerns on the data used to train the VA model, privacy-preserving techniques, such as federated learning, 

can be applied. By enabling the VA model to be trained over decentralized data sources that remain within users’ control and 

are not shared with an external party, the risk of privacy leakage is mitigated. 

5.1. Data governance and access control 

Data governance describes the overall management of the availability, usability, integrity, and security of data. In the context 

of context-aware virtual assistants (CAVAs), sensitive information is inherently used by such systems to tailor their behavior 

during interaction. Cybersecurity concerns in the tailoring process are primarily associated with data access control and 

disclosure, and the following guidelines establish a conceptual framework that CAVAs should implement regarding access 

control: 

1. The implementation of an access control mechanism is critical for CAVAs to mitigate privacy and security risks. 

2. All sets of user context attributes must have access control policies associated with them. 

3. Since the assistant is also a service platform, policies can be set by the administrator or by each user/machine/service. 

4. If secret data exist in the user attributes, the user must be informed when it is being used by the current response, in order to 

authorize this access. 

5. Access control must be applied only when disclosure is possible, meaning that when the visited/originating context is in fact 

a machine or service the disclosure condition should be ignored. 

6. Access control must be applied before data protection or anonymization, e.g. an attribute must be confidential before being 

anonymized. 

 

Fig 4: Securing Personalization: A Governance Framework for Attribute-Level Access Control in Context-Aware 

Virtual Assistants (CAVAs) 

5.2. Privacy-preserving techniques 

The integrity of personally identifiable information (PII) is vital for context-aware virtual assistants (CAVAs) to be trustworthy 

platforms. As CAVAs such as ChatGPT become increasingly capable, users are encouraged to share sensitive personal 
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information with the platforms to improve service quality. However, such sensitive information may still be recorded when 

performing various tasks and could later be exploited for profit by malicious entities. To mitigate such risks, privacy-preserving 

techniques can alter identifiable data before being disclosed. In the context of a virtual assistant built with ChatGPT, such 

techniques can be applied to Zoom chats, email messages or even user tasks to prevent traceability and de-identification of 

personal data. 

The concept of data anonymization is centered on the area of de-identification. De-identification covers any process that 

prevents the association of a specific user with any data. The term comprises two subcategories: anonymization and 

pseudonymization. Anonymization transforms data so that information cannot be reversed for any users. In its strictest sense, 

this means that the majority of unique user profiles in a dataset cannot be re-identified, regardless of the strength of background 

knowledge or of the technology available. Pseudonymization applies a reversible transformation so that the inverse procedure 

allows for the restoration of identifiable information. Tokenization additionally applies a high-control mechanism so that only 

a small group of powerful actors can restore sensitive data. 

6. Evaluation and Metrics 

The performance of context-aware VAs is determined by a range of metrics. Speed of response and prediction accuracy are 

among the most frequently studied quality-related measures for context-aware systems, particularly when these components 

rely on machine learning techniques. Another factor closely correlated with prediction accuracy is the temporal resolution of 

the data used as input: prediction errors generally increase as the time in the future for which a value needs to be forecasted 

also increases. Synchronous control is another area which impacts the satisficing of specific user needs: results show that the 

accuracy of synchronous control improves as communication latency decreases, while the accuracy of predictive control is 

improved by a longer response time. 

Metrics related to user satisfaction and adoptability of context-aware capabilities represent another important category of 

performance evaluation. In the context of mobile and networked applications, besides performance criteria, such as response 

time, it is factors such as perceived usefulness, perceived ease of use and satisfaction that have a strong influence on both user 

intention to use the application and actual usage behavior. Specifically, perceived usefulness is defined as the degree to which 

a person believes that using the application will enhance his/her job performance while perceived ease of use is defined as the 

degree to which a person believes that using the application will be free of effort. Several applications are used as the basis for 

investigating the relationship among these constructs and user intention to use and actual use behavior; the results support the 

influence of perceived usefulness and perceived ease of use on user intention to use the application as well as that between user 

intention and actual use behavior. These findings indicate that VAs able to provide real-time responses to requests in a manner 

that is convenient for the user and without the need for additional help in their operation are perceived as useful and contribute 

positively to the overall usability of the systems. 

Equation C. Privacy / access-control rules as a policy function 

Step 1 — define an attribute-level policy decision 

Let: 

• user u 

• requested attribute a (context attribute) 

• requesting component k (VA module/service) 

• situation/context 𝐜̂(t) 

Policy decision: 

Permit(u, a, k, 𝐜̂) = {
1 if policy says allow

0 otherwise
 

Step 2 — disclosure condition (guideline 5) 

Only enforce disclosure controls when disclosure is possible: 
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IfDisclosurePossible = 𝟙[output is human-visible or externally shared] 

Then: 

Enforce = IfDisclosurePossible ⋅ (1 − Permit) 

Step 3 — user notification when secret data used (guideline 4) 

Let Secret(a) = 1 if attribute is secret. Then: 

NotifyUser = 𝟙[Secret(a) = 1 ∧ attribute used in response] 

6.1. Performance and accuracy 

Performance and accuracy are key evaluation criteria, as context-aware virtual assistants (CAVAs) are often regarded as 

“intelligent” entities that should therefore produce correct result when responding to user queries. Context-aware factors may 

affect correctness; for example, the contextual information may be incomplete or inconsistent. Nevertheless, performance 

remains paramount for applications such as enterprise service request fulfilment. CAVAs should have low response latency, 

even during peak traffic periods, so that they do not become a bottleneck in any system. Continuous integration, deployment, 

and monitoring approaches can facilitate such requirements. In addition to being responsive, CAVAs should rapidly adapt their 

behaviour to fluctuating workloads. 

Generally trained with external knowledge bases, the results provided from internal knowledge-bound queries are the most 

accurate. Knowledge retrieval quality should also increase as the knowledge base expands. Context retrieval delay determines 

the speed of agent-based query resolution, but CAVA response time should also consider the switching latencies introduced by 

the task-monitoring framework. During user query answering, high-context-awareness complements third-party service, 

knowledge base, and CAVA query results. In this context, CAVAs can be deemed accurate both qualitatively and 

quantitatively. An accuracy,self-learning feedback mechanism—which can be automatic or administrator-managed—and the 

increasing business transaction volume foster knowledge growth—is vital for continuous learning. 

Table 3. System Usability Scale (SUS) Score Calculation Summary 

Step Value 

Sum contributions 34.0 

Multiply by 2.5 85.0 

SUS score (0–100) 85.0 

 

6.2. User satisfaction and adoptability 

The user-centered nature of context-aware virtual assistants cannot be overstated. As a result, the usability of a prototype often 

makes it the centerpiece of an evaluation effort. Usability is defined as the extent to which users can achieve specific goals with 

the prototype effectively, efficiently, and in a satisfactory manner in a specific context of use. Measures of user satisfaction 

assess both the overall impression of the prototype and the acceptability of specific interactions, such as disappointment with 

missing answers. To avoid the pitfalls and biases of single-question Likert-scales, Cooper and Reimann suggested using 

questionnaires developed by the System Usability Scale (SUS)—a simple 10-item scale giving a global view on subjective 

assessments of usability. 

SUS did not target any specific technology and therefore measures usability in a broad sense. Recent studies demonstrated its 

effectiveness in evaluating context-aware systems, being sensitive enough to detect differences among their variants. The mean 

score in a SUS test should be greater than 68; moreover, SUS performance can be assessed through a single graph that reports 

results of 20 reviews for the system under test and 100 systems in the SWEET database. The Net Promoter Score (NPS)—an 

index that measures the willingness of users to recommend a product to others—could also be employed to evaluate the 

experience of working with a VA by asking users to rate the probability of recommending the assistant to others on a 0 to 10 

scale. 
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Adoption is also a key element in the success or failure of any technology. A prototype’s continuity and adoption are determined 

by long-term users and their satisfaction, safely guaranteeing the completion of a task and the correctness of a decision—with 

context awareness improving the user experience. Hence, methods focusing on the formulated task can also be employed to 

gauge adoptability. In particular, the Delone and McLean Information System Success Model has been successfully applied on 

a number of context-aware systems. 

7. Conclusion 

To summarize, although various attempts have been made to develop context-aware virtual assistants for embedding in 

enterprise service platforms, such initiatives have not been sufficiently investigated. Context-aware virtual assistants enable 

context-aware information retrieval and information synthesis. In addition, they support the automation of contextually simple, 

repetitive tasks and offer contextual advice for complex tasks requiring additional cognitive demands. The above functions are 

supported by synthesizing various context-aware capabilities, including context-aware knowledge retrieval, context-aware task 

automation, and context-aware decision support. 

The proposed concepts and models lay the foundation for building context-aware virtual assistants. Future research will focus 

on developing an integrated system that leverages context-aware information and processes for deploying enterprise service 

platforms in a context-aware manner. Insights and evidence from real deployments and user acceptability studies will further 

refine the set of context-aware techniques and services for embedding into enterprise service platforms. 

 

Fig 5: Workload Distribution for Contextual Awareness 

7.1. Final Thoughts and Future Directions 

Enterprise Knowledge Management has reached a turning point. Globalization, Artificial Intelligence, big data technologies, 

and their management have transformed the nature of all services and products. The evolution from goods-based industries 

toward services-and-knowledge-based industries has changed how an enterprise maintains and operates its knowledge. 

Knowledge becomes fluid, and the innovative process of knowledge management accelerates. Collaborative platforms that 

provide Context-Aware Virtual Assistants result from these modifications. Context-aware technology can be seen as a response 

to the need for establishing Context-Aware Virtual Assistants in Knowledge Management processes on collaborative enterprise 

service platforms. 

Recent advancements in the fields of knowledge management, artificial intelligence, and context-awareness technologies are 

providing new sustainable means for implementing efficient and effective knowledge management processes in organizations 

and innovative enterprises. These areas can be integrated to create collaborative enterprise service platforms that allow Context-

Aware Virtual Assistants to dynamically provide appropriate knowledge to the right people at the right time, through the right 

channel, and in the right form, based on real contextual information. Researchers and practitioners can then leverage the 

advantages of these platforms to address or at least alleviate the challenges hindering successful knowledge management. 

Context-awareness technologies allow collaborative enterprise service platforms to dynamically process Context-Aware 

Virtual Assistants, which are intelligent knowledge service agents that deliver knowledge in a context-sensitive manner. 
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