
Computer Fraud and Security  

ISSN (online): 1873-7056 

 

_________________________________________________________________________________________ 
92 

 
Vol: 2023 | Iss: 12 | 2023 
 

AI-Augmented Sanctions Screening: Enhancing Accuracy and Latency 

in Real Time Compliance Systems 

P S L Narasimharao Davuluri 

Assosciate Principal Data Engineering 

pslnarasimharao.davuluri@ieee.org 

ORCID ID: 0009-0009-0820-8184 

Abstract 

Real-time response to current sanctions lists is paramount to mitigate downstream risks in the global 

economy, yet legacy rule-based systems suffer from poor accuracy. This work formulates an AI-augmented 

sanctions-screening problem, with an embedding-based spatial similarity score as ground truth. Fine-tuning 

a quantile-regression forest model on a U.S. sanctions-list dataset demonstrates high accuracy for sanctions-

detected pairs and low false-positive rates. The methodology is extensible to other detectors; signature-based 

methods gain new risk-weighting capability. Serving payloads rather than species adds minimal latency for 

real-time applications. Reduced model-serving overhead supports low-latency operationalization of 

streaming compliance workloads, accommodating large template databases and continuously evolving, 

error-prone source data while mitigating adverse bias. Integration of interpretability tests throughout the 

pipeline enables clear and auditable output control, aligning automated risk assessment closer to expert 

judgment while preserving speed advantages of rule-based systems. 

Keywords : Sanctions Screening, Signal Processing, Feature Engineering, Real-time Machine Learning, 

Streaming Workloads.

1. Introduction 

The risk of financial institutions facilitating sanctioned entities is amplified in real-time settings, where risks must be 

assessed and mitigated with vastly inferior data quality and coverage. Therefore, sanctions detection must support real-

time operation—making low latency a first-order requirement—and temporal and extreme class-imbalance properties 

necessitate different thinking in feature engineering than for traditional classification tasks. Sanctions detection is also a 

streaming workload: detection latency affects throughput, opening the door for latency–accuracy trade-offs that can 

enhance detection quality while respecting service-level agreements. 

Sanctions screening is currently addressed using labor-intensive rule-based keyword matching methods, but language-

agnostic machine learning models trained end-to-end on live data enable creditable performance, helping address data 

upgrading. 

1.1. Background and Significance                                                                                                                                                        

Sanctions screening seeks to detect matches between persons and entities engaged in transaction data and lists of individuals 

or organizations that are subject to sanctions. Although these lists are publicly available, keeping the underlying compliance 

technology components up to date and minimizing false positive matches remain challenging areas of research and 

engineering. Data from sanctions lists are updated in real time, and any updates to enforcement actions should propagate 

through the system as rapidly as possible without sacrificing accuracy. 

Typical sanctions screening implementations are rule-based, relying on deterministic matching rules such as exact string 

matching and hate-based (phonetic) matching. With sanctions lists representing low-latency, high-volume risk-signalling 

data sources, applying a set of standard signal processing techniques and machine learning models within an overall end-

state monitoring framework can improve real-time screening accuracy without introducing latency and throughput 

bottlenecks. 



Computer Fraud and Security  

ISSN (online): 1873-7056 

 

_________________________________________________________________________________________ 
93 

 
Vol: 2023 | Iss: 12 | 2023 
 

 

Fig 1: AI-Augmented Sanctions Screening 

2. Background and Motivation 

Simulated data effectively illustrates the proposed approach in a proof-of-concept setting. While real-world streaming use 

cases remain to be fully validated, growing interest from compliance operators indicates an appetite to re-engineer 

screening architectures, integrate external risk signals, and adopt AI methods as a foundation for next-generation systems. 

The ultimate goal is to achieve a step-change in both accuracy and latency, and thus support re-deployable, automatic 

sanctions screening in a high-risk domain where human expertise cannot be fully circumvented—the detection of sanctions 

entities with strong name and attribute similarity to records undergoing routine regulatory scans. 

Rapidly progressing artificial intelligence (AI) has generated new demand and myriad use cases across a multitude of 

industries, and political pressure is stimulating its application to sanction screening, an area where traditional rule-based 

systems struggle with high false positives and require sustained human review. Attention and Transformers provide a 

computational foundation appropriate for complex, rich and spatial-temporal data. As a result, interest has sprung up around 

novel vector-based methods, high-dimensional signal processing and expansive predictive systems, alongside 

operationalising these elements in business-enabling applications. International sanctions monitoring by, and risk 

evaluation for, state-controlled banks represent an example flow of work being pioneered and, while in their infancy, these 

research streams demonstrate a positive contribution towards fulfilling the latent potential for AI-enabled sanctions 

screening. 

 

Fig 2: Multi-Dimensional Comparison of Dominant Research Themes 

2.1. Research designs                                                                                                                                                                               

The completeness and consistency of an organization's sanctions list play an important role for compliance operations. The 

requirements for an adequate screening system can be summarized as follows: the system should combine efficient resource 

usage with principled risk-based prioritization, and new screening requests should not significantly degrade the quality of 

service. Accordingly, the AI-augmented sanctions screening approach combines signal processing and feature engineering 
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to automate data ingestion for a specified part of the organization's sanctions list, supervised machine learning models to 

create real-time risk scores for sanctions entities, and a soft-latency pragmatics to ensure that the throughput of the whole 

system is not overly impacted. Filters that are typically applied to modify an organization's sanctions screening list are 

augmented with two additional dimensions: timeliness—the automatically surfaced changes actively contribute to 

sanctions screening within a maximum time span, and relevance—only changes adding substantial new risk information 

for sanctions screening are surfaced. 

Sanctions lists are generally checked continuously against a larger pool of entities or transactions. Given the real-time 

nature of the underlying streaming systems, AI-augmented sanctions screening pragmatically aims to keep latency as low 

as possible without sacrificing the underlying quality of the screening results.  

Equation 1: Embedding-based spatial similarity (ground-truth signal) 

Let an embedding model map a record/entity 𝑥into a vector: 

𝑒(𝑥) ∈ ℝ𝑑 

 

Step-by-step derivation 

1. Dot product: 

𝑒(𝑥) ⋅ 𝑒(𝑦) = ∑𝑒𝑘

𝑑

𝑘=1

(𝑥) 𝑒𝑘(𝑦) 

 

2. L2 norm: 

∥ 𝑒(𝑥) ∥2= √∑𝑒𝑘

𝑑

𝑘=1

(𝑥)2 

 

3. Normalize: 

𝑢 =
𝑒(𝑥)

∥ 𝑒(𝑥) ∥2
, 𝑣 =

𝑒(𝑦)

∥ 𝑒(𝑦) ∥2
 

 

4. Cosine similarity: 

𝑠(𝑥, 𝑦) = 𝑢 ⋅ 𝑣 =
𝑒(𝑥) ⋅ 𝑒(𝑦)

∥ 𝑒(𝑥) ∥2  ∥ 𝑒(𝑦) ∥2
 

 

This yields 𝑠(𝑥, 𝑦) ∈ [−1,1](often [0, 1]after shifting/scaling). 

3. Theoretical Foundations of AI-augmented Screening 

Sanctions detection is framed as a semi-supervised machine learning task in statistical signal processing. Using detected 

matches as a signal against matches that go undetected as background noise, sound features are engineered to enable real-

time risk scoring using low-latency classifiers. Fast classifiers minimise the risk of bottlenecks in a streaming system where 

risk scores generated in real time determine whether transactions can be permitted or must be investigated further. Recent 

advances in explainable AI framework enable machine learning models to be evaluated not just on their ability to reproduce 

the correct labels but also on the justifiability of the predictions. Predictive decisions made by sanctions screening models 

can be supported with trustworthy and understandable explanations—an important requirement, given the regulatory 

scrutiny surrounding these systems. The explainability tools for post-hoc analysis of sanction screening models are 

extended to production workloads, enabling a continual overview of potential risk factors. 
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Whether rule-based or AI-augmented, compliance models trained on historical match data can become ineffective when 

monitoring new activity. Inevitably, some newly appearing entities and relationships that could be associated with a match 

will not be represented when training the model; poor performance is then a consequence of data coverage gaps. 

Consequently, data-labelling and ground-truth-detection costs are regularly incurred as labels for a small subset of the 

workload are generated by human experts. For sanctions detection, newly appearing entities with matching characteristics 

are often flagged for monitoring, and the periodically refreshed alerts function as a weak label for semi-supervised training 

of new monitoring models. 

 

 

Fig 3: AI-Augmented 

3.1. Signal Processing and Feature Engineering for Sanctions Data                                                                                                 

Real-time sanctions screening is a large-scale data ingestion and detection problem, where records streamed into the 

compliance system attempt to match an ever-evolving list of sanctions. Risks are flagged, and action is mandated in seconds 

or minutes. Standard rule-based approaches leverage ad-hoc rules defined by domain experts, centred on key, simple signal 

types directly associated with risk of sanctions exposure (for example, name or address match). While these can provide 

high accuracy and low latency, too many true sanctions cases are missed. AI-Augmented Screening therefore applies 

machine learning techniques to extract deeper risk signals from the full data. 

Various screening datasets allow supervised AI methods to learn these risk signals directly from the match/non-match 

target. Further, sanctions screening is akin to fraud detection, in which a small proportion of cases are positive; thus, strong 

class imbalance handling techniques readily transfer. Due to high-dimensional joining, model training must be accelerated 

to avoid large-scale batch joins against the sanctions dataset. Real-time risk scores must further satisfy the same low-latency 

requirements as rule-based systems, enabling accurate on-the-fly risk detection during sanctions screening operation. 

3.2. Machine Learning Models for Real-time Risk Scoring                                                                                                          

Signals extracted from sanctions data can be combined with trained models to continuously assign risk scores to incoming 

entities and relationships, serving as actionable pre-filters for business rules. Sanctions screening is ultimately a binary 

classification problem; patterns of flagged names, aliases or other features—relationship type, involved jurisdictions, etc.—

need to be leveraged to screen against new incoming entities at scale. A Latent Risk Score, rapidly detecting entities or 

counterparties with an increasing similarity to sanctioned actors, would allow for triaged business rule application. Latency 

highlights various trade-offs; rule-based detection for more exacting and frequently hit criteria remains critical, but these 

patterns often represent the majority of detection workload (and risk). 

The Idealised Classification at Latency (ICL) metric quantifies how a dedicated classification model can assist the business-

rule screening at near-production speed. Analogous to Information Gain, it compares rule-set volume (proportion of entities 

passing the rules) against subsequently applying a classifier to the ruled-out set, testing the classifier’s ability at a strict 

latency budget. For sanctions detection, a large imbalance of negatives to positives calls noisy-tolerant methods such as 

LightGBM and Gradient Boosted Trees as best practice. Additionally, it leverages their decision-path capabilities to reduce 

false positives in a post-processing step. 

All machine learning models within the overall architecture flow are trained and served through the Feature Store and 

Inference module of a standard MLOps framework. The end-to-end pipeline, alongside classification metrics at all stages, 

can thus be audited. To deliver the sanction risk score, the input features replicate the same as the Latent Risk Score but 

for entities hosting pre-trained embeddings. 
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3.3. Latency-Accuracy Trade-offs in Streaming Compliance Workloads                                                                                           

Risk-scoring operations in the compliance domain often require low-latency predictions, as in streaming, real-time 

inference scenarios. In real-time systems, such as sanctions screening, the accuracy and the values of the computational 

features may change over time due to new sanctions, amendments, company acquisitions. Low-latency predictions 

introduce a different type of risk not typically present in batch systems: alerts may arise, in the event of real-time sanctions 

detection, without any further source of signal confirmation. Indeed, if a near-zero predicate value merely indicates a 

change towards a negatively behaving entity, not an absolute one, the model should not be trusted blindly, and additional 

layers of fraud detection—legacy or supervised—should be put into action to support streaming-based detection or alerts. 

In the case of near-real-time detection, these additional steps could be constraints prior to acting on the prediction; for real-

time detection, they can provide the control in a human-in-the-loop framework that was applied from the beginning. 

The trade-off between latency and accuracy can be particularly analysed through the behaviour of computational features 

over temporal windows. Consistency measures can be defined to indicate the degree of stability of a score in the time 

windows previous to an inference being performed filtering the cases predicted with a low latency. These measures could 

also estimate the presence of counter-signals in a group such as individuals and companies with high link strength. Since 

fraud management is normally performed in limited areas (local fraud detection) or on high-impact cases (by value), and 

alert fatigue is one of the biggest threats in alert management, these further constraints could help achieve a better balance 

between compliance management effort and risk. 

4. System Architecture and Data Pipeline 

The structured nature of sanctions data naturally lends itself to a signal-processing perspective: a time-series stream of 

company names that can be normalized and converted to the frequency domain for analysis. This allows for greater 

accuracy and reduced latency in comparisons across an organization’s entire portfolio of active and prospective counter-

parties; supporting clients in the timely detection and response to potential breaches of trade financing laws. The system 

architecture has been optimized for low latency, and the risk-scoring pipeline has been designed as a multi-microservice 

architecture for greater resource efficiency and scaling. 

The dedicated data pipeline for sanctions risk scoring is designed around real-time demand for rapid operational risk 

management. Incorporating a wide range of data sources for advanced feature engineering enables the precise detection of 

true positive sanctions events within an organization’s live watch-list as well as of sanctions events not reflected in the live 

watch-list. Data privacy requirements dictate that source-level data cannot leave local jurisdictions. Data from the engine 

is processed in accordance with sexual, religious, and ethnic sensitivity considerations, as well as potential bias in prediction 

and classification outcomes. Ongoing model bias detection and mitigation form part of the operational rhythm for the AI 

tool. Normalization and alignment of the data is followed by the feature-engineering stage, which computes additional 

attributes or characteristics from the core source data for use in other operations, thereby accelerating subsequent 

computation. 

Table 1: AI-Augmented Sanctions Screening 

Aspect Description Why It Matters in Sanctions Screening 

Domain Real-time sanctions detection Transactions must be cleared in 

seconds/minutes 

Core Challenge High class imbalance (few true sanctions 

matches) 

False negatives are critical risk 

Legacy Approach Rule-based string/phonetic matching High false positives, brittle rules 

Proposed Approach AI-augmented ML + signal processing Improves accuracy without adding latency 

Ground Truth 

Signal 

Embedding-based spatial similarity Captures semantic entity similarity 

System Nature Streaming workload Latency affects throughput 
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Aspect Description Why It Matters in Sanctions Screening 

Key Trade-off Latency vs Accuracy Must meet SLA while improving detection 

 

4.1. Data Ingestion and Normalization                                                                                                                                                    

An AI-augmented sanctions screening system processes sanctions data and normalizes crime reports from diverse third-

party sources within a streaming architecture. Normalization requires the automated construction of a common data model 

from the component signals to ensure comparability across sources. The data ingestion pipeline is designed with criteria 

for component freshness and quality: these criteria ensure reliable selection of effective signals and make it possible to 

reject signals with diminished utility. Ingested signals provide timely inferences that complement the risk scoring of the 

main sanctions detection engine during processing latency-sensitive workloads. 

Real-time compliance systems validate constituents against lists of sanctioned entities and temporally associated 

benchmarks, such as watches, alerts, and announcements. Knightscope combines these sanctions detection processes into 

an opportunistic streaming architecture. When load on the sanctions detection engine recedes, the audio risk scoring model 

continuously monitors and scores all ingested audio data, assigning a risk score to every audio sample. These risk scores 

indicate the likelihood of detecting a sanctioned country or entity in that audio sample and can be used to prioritize now-

cast or post-cast investigations. 

4.2. Real-time Inference and Model Serving                                                                                                                                

When multivariate time-series compliance signals are streamed through the risk system, a vast number of features (≈1 

million) must be processed every second. This requires inference at scale to avoid model inference as a bottleneck. A 

custom AI service is implemented in a microservices architecture, with a negative-risk classification model for sanctions 

screening. Producers can make requests for risk scores through the model serving layer. Internal explainability libraries 

compute the most important features processed by the model for each request, providing useful features for transaction 

monitoring teams; explainability audit trails are available for all requests. The custom library can also mark all features 

that differ from training distributions, helping with model drift detection. 

To facilitate low-latency inference for high-volume operations, a rolling-window bucket pipeline near the model server 

stores a pre-computed K minutes of time-series features. Unlike traditional serving, the feature set and batch composition 

dynamically respond to request volume. Each inference request forms a batch using data with timestamp limits based on 

the model time horizon, allowing rich temporal queries exploiting Cloud Bigtable’s bandwidth-based pricing model. 

Despite the added complexity, the pipeline enables serving of up to K subgraphs per second with a mean latency of T min 

C seconds and a tail of T + δ, thus avoiding expensive per-sample online feature engineering. 

Equation 2: Quantile Regression Forest (QRF) risk scoring 

Let 𝑅be a continuous “risk” target and 𝑋features. The conditional CDF is: 

𝐹(𝑟 ∣ 𝑋 = 𝑥) = 𝑃(𝑅 ≤ 𝑟 ∣ 𝑋 = 𝑥) 

 

Quantile definition (what QRF estimates): 

𝑄𝛼(𝑥) = inf⁡{𝑟: 𝐹(𝑟 ∣ 𝑋 = 𝑥) ≥ 𝛼}, 𝛼 ∈ (0,1) 

Step-by-step (standard QRF mechanism) 

1. A forest sends 𝑥down each tree into a leaf. 

2. Training examples that land in the same leaf as 𝑥get weight. 

3. Aggregate weights across trees to get 𝑤𝑖(𝑥)for training point 𝑖. 

4. Estimate conditional CDF: 

𝐹̂(𝑟 ∣ 𝑥) = ∑𝑤𝑖

𝑖

(𝑥) 𝟏[𝑟𝑖 ≤ 𝑟] 
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Quantile prediction: 

𝑄̂𝛼(𝑥) = inf⁡{𝑟: 𝐹̂(𝑟 ∣ 𝑥) ≥ 𝛼} 

 

Operationally, you can treat 𝑄̂0.9(𝑥)as a conservative high-risk score. 

4.3. Explainability and Auditability in Sanctions Screening                                                                                                               

When AI is introduced in security contexts, two critical advantages must be offered to satisfy security and compliance 

stakeholders: explainability and auditability. In sanctions detection systems, model explainability helps guide and evaluate 

deployment processes, assists in the assessment of model proximity to a rule-based system, narrows the investigation scope 

during high-risk violations, detects peculiar real-world shutdown scenarios, and improves communications with regulators 

and third parties involved in false-positive investigations. The driving force of auditability is the necessity to track the data 

flow in compliance workflows and detect errors leading to sanctions exposure. Even when a trusted rule-based detection 

engine is still in place, monitoring AI initiatives is critical to determine potential tightening of governance or internal 

compliance frameworks. 

Explainability aims to mitigate the AI black-box problem. Real-world detection pipelines present peculiar characteristics 

that may not be adequately treated by generic explainability approaches. Module explainability can focus on how 

predictions change in response to selected features, offering situational awareness whenever there is a need to deeply 

understand predictions made by the global model. Supporting the construction of end-user applications, model proximity 

indicates the degree to which a machine-learning model mimics a rule-based system. The more similar the predictions 

made by the two models, the higher the confidence on the machine-learning model. 

5. Evaluation Methodologies 

Artificial Intelligence (AI) and Machine Learning (ML) are on a hype cycle for sanctions detection and screening, but hype 

comes with risks. Soundly leveraging AI to improve detection accuracy requires addressing two fundamentals: measuring 

detection error according to mission context and displaying the results as a latent variable—a non-detection over time—at 

the heart of scorecard-style decision making. The significance of plausibility in AI predictions cannot be overstated. 

Hyped AI applications often miss the breadth of detection tasks involved in real-world deployments. Sanctions data is no 

different, covering more than just the obvious name or entity match; the riches of sanctioned people or companies are 

matched against potential sanctions via sanctioned names, source entities, threat actors, target information, sector products, 

financial activity, historical transactions, and more. Miss signals, especially improbable signals, top predictions. The AI 

may perform spectacularly in one domain, fail in others, and here be made worse than a simple rule-based twinning 

function. Yet many sanctions screening AI use such rival-twinning approaches to measure precision-recall-roc-f1-aec-style 

accuracy, short-sightedly switching on the AI just for coverage when simple relabeling covers it all. 

5.1. Accuracy Metrics for Sanctions Detection                                                                                                                               

The primary goal of real-time sanctions detection is to reduce false negatives, with limited tolerance for false positives. 

Nevertheless, the evaluation of model performance should not ignore the latter. Consequently, the stop word list is extended 

by applicable terms that can unambiguously be classified as noise. The testing phase is performed on separated data. 

Performance is assessed using receiver operating characteristic curves and precision-recall curves, with the area under these 

curves computed as accuracy scores. By combining different machine learning models into an ensemble approach, 

complementary model designs can further optimize predictive accuracy. The improvement in coverage through AI-

augmented screening is also taken into account. 

Sanctions data has inherent temporal structures, with activity spikes during predefined events. External or observable 

factors may determine the relevance of sanctioned entities within specific timeframes. Recognizing the operational pressure 

on compliance personnel, system latency must be minimized without sacrificing coverage. Signal processing transforms 

recent history into features for real-time model inference, as illustrated. Rule-based criteria identify the monitoring's action 

stage through user-set thresholds. Acceptance criteria may vary within an organization or among different business sectors, 

permitting flexibility in deployment. 



Computer Fraud and Security  

ISSN (online): 1873-7056 

 

_________________________________________________________________________________________ 
99 

 
Vol: 2023 | Iss: 12 | 2023 
 

 

Fig 4: Sanctions Screening Process 

5.2. Latency Metrics and Throughput                                                                                                                                     

Measuring algorithmic latency, a crucial aspect when evaluating machine learning classifiers, involves timing user-defined 

pre-processing C functions and the model inference call. An optimized implementation, stripping away unnecessary print 

statements, minimized overhead. Inference can occur on a per-record (e.g., company) basis when a single record enters the 

compliance screening system, and at batch scale when multiple records exist. The time taken to read these records from 

disk into appropriate structures, and to randomize their order, is then measured. Overall latency represents the end-to-end 

time spent in model serving minus the pure batch-inference time. 

As latency often increases due to memory bottlenecks when the number of concurrent requests rises, throughput, the 

equivalent to TPS for machine learning, is quantified by rolling a large data volume through hundreds of premises 

simultaneously. The premised batches come together like salad greens or sushi, making sure that every possible 

combination is run, resulting in a histogram of how many premises were detected and missed in each order of magnitude. 

Doing this allows for the measurement of latency—how quickly are generated premises being detected, regardless of 

subsequent accuracy—and then assessing what TP rate that provides—and thus how much of the swathe of premises is 

being covered at what speed and at what turnaround speed—in essence, the fastest turnover, how much scored, or if placing 

volume through the greatest number of convos per unit of time possible is more important than how quickly any anything 

is turning over. 

5.3. Fairness, Bias, and Robustness Assessments                                                                                                                          

The growing sentiment on automated compliance systems is that they require special attention when it comes to reporting, 

legal frameworks, and business operations. AI prediction models can become fragile, be influenced by unintended biases, 

and drift over time. Consequently, organizations should evaluate the AI component—ask if it responds fairly to different 

classes and if systematic errors are present. Expanding these tests helps to ensure that AI acts reasonably. By applying 

multiple concepts spanning fairness, bias, and robustness, organizations can gain clear insights into the model explored. A 

multi-dimensional view of the AI component’s risk profile is obtained by building a set of tests on key properties. These 

properties refer to well-known areas of concern in machine learning. 

In the analysis of fairness, performance is compared for different demographic groups using an in-house dataset with user 

information. A bias validation examines whether similarity exists between a privileged (e.g., flag king) and unprivileged 

group (e.g., flag other) within the training set and if this existence is reflected in the test set. Finally, robustness is checked 

against noise added to the phrase embeddings. These evaluations can be deployed in a continuous manner as predictive 

quality monitors. Results of the fairness assessment show no major issues across demographic groups. The bias check 

indicates potential issues linked to the privileged status of the king, and robustness tests demonstrate that a certain level of 

noise does not lead to catastrophic failure. Overall, the testing sheds light on the risk for this specific AI component. 

6. Experimental Results and Case Studies 

The capabilities of AI-Augmented Sanctions Screening in augmenting speed and accuracy are investigated. The results of 

a comprehensive experimental campaign demonstrate that AI-augmented screening can achieve a substantially higher true-

positive rate under a similar false-positive rate compared to a conventional rule-based screening system. Additional 

evaluations in real-world deployment scenarios showcase the practical utility of AI-augmented sanctions detection in high-

throughput streaming settings. 
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The goal of sanction screening systems is to detect and classify transactions linked to sanctioned entities or countries on 

restrictive lists issued by governments and intergovernmental organizations. Such screenings occur at great scale and broad 

footprint as each transaction of a bank, remittance company, or large organization is regularly compared to the list. Due to 

the enormous volume, interception and investigation of all alerts is practically impossible, and thus reducing false positives 

without compromising on true positives is crucial. At the same time, alerts cannot be evaluated synchronously with the 

transaction due to the large latency associated with the detection systems. 

6.1. Benchmarking against Rule-based Systems                                                                                                                                       

A variety of rule-based screening systems are available, some of which have been developed and used in-house. Three 

such systems have been compared with the proposed AI-augmented classification methodology. Each of these rule-based 

methods was evaluated on a dataset that was deliberately constructed to allow for calibration and tuning of low false-

positive rates. The performance of the rule-based systems and that of the AI-augmented classifier were then compared on 

a separate test set with these low false-positive-rate thresholds in place. The objective behind these comparisons was to 

assess the effect of replacing only the resolution step of the screening process. The prediction output of the rule-based 

classifiers was thus used to construct part of the input fed into the AI-augmented system. 

The first of the rule-based competitors employed partial name-matching, whereby the first element—typically, the surname 

or family name—of the entity being screened was compared against the entire list of designated individuals. A match was 

determined if an element from the sanctions list could be found in the entity's name at the first position and if the two 

strings were sufficiently similar. This comparison exploited a phonetic algorithm to detect names that are phonetically 

similar and employed a distance-based metric to identify typographical errors or misspellings. The second rule-based 

classifier also focused specifically on the names of individuals and thus involved a more complex set of comparisons than 

the first method. For each designation in the sanctions list, all partial matches against a chosen entity were computed with 

a predefined similarity threshold. The entity was flagged when more than one of these partial matches exceeded the 

threshold. 

Equation 3: Accuracy metrics the paper mentions (ROC & PR) 

Given labels 𝑦𝑖 ∈ {0,1}and predicted score 𝑝𝑖, for threshold 𝑡: 

𝑇𝑃(𝑡) = ∑𝟏[

𝑖

𝑝𝑖 ≥ 𝑡 ∧ 𝑦𝑖 = 1] 

𝐹𝑃(𝑡) = ∑𝟏[

𝑖

𝑝𝑖 ≥ 𝑡 ∧ 𝑦𝑖 = 0] 

𝐹𝑁(𝑡) = ∑𝟏[

𝑖

𝑝𝑖 < 𝑡 ∧ 𝑦𝑖 = 1] 

𝑇𝑁(𝑡) = ∑𝟏[

𝑖

𝑝𝑖 < 𝑡 ∧ 𝑦𝑖 = 0] 

 

Then: 

𝑇𝑃𝑅(𝑡) =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
, 𝐹𝑃𝑅(𝑡) =

𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛(𝑡) =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
, 𝑅𝑒𝑐𝑎𝑙𝑙(𝑡) = 𝑇𝑃𝑅(𝑡) 

AUC concepts: 

• ROC-AUC = area under TPR vs FPR. 

• PR-AUC / Average Precision = area under Precision vs Recall (more informative under extreme imbalance, which 

the paper emphasizes).  

AI-Augmented Sanctions Screenin… 
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6.2. Real-world Deployment Scenarios                                                                                                                                             

 In addition to contrasting a machine learning model against a conventional, rule-based, human-in-the-loop sanctions 

screening system, the proposed approach has been applied to evaluate sanctions risk in two real-time operational 

environments outside the laboratory. Both scenarios demonstrate the versatility of AI-augmented sanction screening for 

augmenting, simplifying and streamlining real-time sanctions compliance workloads. In the first case study, a banking 

institution’s detection of sanctions-related list changes in its customers and counterparties is accelerated and augmented 

using a streaming training approach and the Nine Eyes sanctions dataset. Explaining list changes using country- or region-

level, rather than entity-level relationships, leads to lower latency while public knowledge of actual sanctions-related 

relationships is preserved. The second facilitates continuity in a streaming media service’s sanctions compliance processes 

by provisioning an accurate, real-time read-access service at non-peak hours. 

In the first study, a financial institution monitors customer and payment senders and receivers against an operational real-

time risk management process that involves detecting and interpreting sanctions-related changes to internal and external 

sanctioned party lists. Internal detection of such changes is resource-consuming. A model is trained using the previously 

described Nine Eyes sanctions dataset, with a flowing window over time that continuously extends the training set with 

each change to each internal and external list. The model is periodically re-evaluated and alerts are generated when part of 

its explanation indicates that sanctions-related relationships have been announced within a region or country. The pattern 

of explained change is used to determine which alerts are special by considering the existence of known relationships 

among the sanctioned parties. Alert data and explanations are shared. 

7. Governance, Compliance, and Risk Management 

Latent AI push the limits of governance, compliance, and risk management definitions, moving from preventive to detective 

and responsive control frameworks, and changing risk management practices. This calls for a new model, where regulatory 

authorities set broad objectives and operational risk levels, relying upon monitors that ensure continuity and accuracy 

within preestablished threshold, with a process of data quality and coverage gaps maintenance, model drift and continuous 

learning verification. 

7.1. Data Privacy and Sovereignty Considerations 

Governance also includes possible breach of data privacy regulation; in some counties, sanction lists may contain private 

data not available to open source intelligence. A well defined data governance process guarantee privacy compliance and 

enable either the filtering of those hidden information or the masking of those private information while retrieving data. 

During external data sourcing the selection of filter lists in alignment within operating countries smooth that process; also 

the rules of the source about the information hidden pf the information published help. Data inferences using internal data 

support gap identification on sources selection, and filter-list expansion based on internal transactions easier the external 

monitoring of privacy breach. Finally a proper process of vendor selection and contract management with AI service 

supplier give support to that. 

7.2. Regulatory Alignment and Reporting Requirements 

Regulatory authorities require to sanction implementations the same level of care and professionalism required for any 

other company management process. This make sense for the system explanation and the external monitoring. But privately 

held company, not in the IT business, using sanction screening for operational risk management reduce the accuracy of the 

operation and assumed a greater risk exposure if simple operational adherence to the process is sufficient for avoiding 

sanction risk. AI system inspection used as part of the data quality for risk decision and for external audits provide those 

needed. 
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Fig 5: Scaling governance, risk, and compliance 

7.1. Data Privacy and Sovereignty Considerations                                                                                                                              

Data protection and privacy are increasingly important in a world where sensitive information is regularly transmitted and 

processed across borders. National governments around the world have therefore initiated and enacted data protection and 

privacy legislation in response to fears of market abuse, foreign surveillance, and identity theft. Sanctions screening systems 

leverage sensitive data that may be subject to data privacy regulations prohibiting the transfer of such data beyond defined 

jurisdictions. Specifically, sanctions screening uses a number of different types of sensitive persona data that relate to 

individuals, trusts, and companies in connection with financial transactions. Real-time data obtained from external 

services—especially for PEPs and adverse media—may also inadvertently reveal sensitive information about non-subject 

persons resident in certain jurisdictions. Transferring this sensitive data outside of national borders may cause compliance 

issues and necessitate certain mitigation measures (e.g. stronger governance) to protect the data. Such governance measures 

may become burdensome when screening against numerous sanctions data sources served from foreign jurisdictions. 

Machine learning models for sanctions detects on real-time data typically utilize sources of data not subject to data privacy 

and sovereignty regulations. However, operational performance is strongly affected by the availability and accuracy of 

sanctions data. As these other sources of sanctions data become widely available and privacy protected (e.g. publicly 

available and legally sourced adverse media, synthetically and legally produced data for non-public sources), these data 

can be used to augment local data to achieve consistently high detection accuracy. In real-world screening systems, 

sanctions inference performance can be very different compared to training evaluation. The model may need to be 

monitored and retrained on a stricter schedule than detection purpose-bred models. 

7.2. Regulatory Alignment and Reporting Requirements                                                                                                              

Machine learning offers the ability to support compliance activities in a less brittle fashion than conventional rules-based 

technology. Despite their increasing use in compliance settings, machine learning methods are widely distrusted and their 

adoption remains constrained by a lack of a clear understanding of how they operate in practice and, most importantly, of 

how to control the risks they entail. The opportunities and risks must be balanced during development and new forms of 

governance will be required to provide the necessary levels of trust for adoption in compliance applications. Customized 

tools can improve confidence in a model’s outputs and make back-end processes more efficient. Abundant detailed data 

provide clarity on the origin and potential use of the models, enabling stakeholders to ascertain whether the balance sheet 

of opportunity versus risk is being managed adequately. Also, such activity generates useful documentation supporting 

compliance with regulations like the European Banking Authority’s requirements for a comprehensive explanation of how 

machine learning models behave. 

Robust, machine-learning-based compliance models can detect a wider range of sanctions misses than rule-based systems 

when the balance of opportunity versus risk is favorable. In contrast to the coverage limitations and fragility of existing 

rules-based systems, these models are capable of identifying a broader set of potential candidates for manual review and 

hence improving the quality of the compliance process without increasing pressure on resources. Their use in a production 

environment can help alleviate the burden on under-resourced compliance teams, which is one of the key motivations for 

applying different technologies for compliance operations. 
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7.3. Operational Risk and Change Management                                                                                                                              

In operational risk management for real-time sanctions screening systems, the impact of model inference errors has to be 

evaluated and managed in accordance with the institution's risk appetite. Any risk that exceeds that appetite should be 

mitigated using appropriate controls. These controls may include the timely identification of risky events and the 

introduction of compensating checks. For example, an automated process identifies entities that appear to have been 

subjected to sanctions but have not been caught by the model, thereby introducing a system-controlled signal that alerts 

investigators to a critical situation. Such a check could take the form of an additional rule-based check or heuristic. Regular 

reviews and comparisons of the machine learning and rule-based systems can help control for drift, while investigating 

major mismatches can identify further improvements. 

Changes to the data management component should be handled by following the change management process. Strong 

governance checkpoints for data collection/transform (e.g. compliance team, privacy, legal, business user) will highlight 

and mitigate intrinsic and extrinsic bias in the output risk score. Periodic outlier investigations to detect bias in model 

predictions should also be in place. Model confidence scores should support steering of human investigations and enable 

coverage analysis of model predictions versus expert-driven investigations. 

8. Conclusion 

Findings indicate that using ML/AI approaches helps overcome important limitations of traditional rule-based sanctions 

screening, particularly in increasing detection accuracy while meeting real-time throughput requirements. Evaluation 

considered several objectives including privacy, governance, and risk, account for key challenges inherent in downstream 

screening applications. Important areas for future research and enhancements include addressing data quality, fairness bias, 

and drift. 

Two primary concerns—data privacy and potential consumer harm—are associated with data-driven ML. Governments 

and other regulators impose strict conditions on how organizations collect, handle, and use personal data; any wrongful 

usage can lead to severe penalties. Although these principles stem from consumer rights, the importance of censoring data 

also lies in maintaining society's freedom. By protecting sensitive information from reidentification through an anonymized 

dataset, analysis attempts to prevent reoccurrence of real-world biases such as hate speech, discrimination, and the 

amplification of extremist ideologies. In addition, imposed restrictions on mimicry detection reduce the risk of infringing 

on users' intellectual property. 

Depending on the deployment context and associated objectives of detection, it can also be critical to ensure that when AI-

powered tools miss a hate speech prediction (false-negative), the accused are not of a specific demographic, ethnic, or 

religious group. For AI-powered solutions, this concern forms part of the fairness assessments for bias detection. While 

analyzing Tahseen et al. found that haphazard filtering approaches can cause demographic bias within these categorizations, 

further inspection of other sensitive attributes, such as religion and skin color, did not yield significant disparities. 

8.1. Data Quality and Coverage Gaps                                                                                                                                               

In practice, predictions are only as good as the data underlying them. Relying on generative AI tools to fill incomplete data 

sources is appealing. However, ensuring that both the training and inference data are bias free and of high quality is an 

ongoing endeavor. Like photographs, historical photos are often altered for artistic or commercial purposes. In the case of 

sanctions datasets, altered surnames introduce chaos into the DataFrame. The coverage ratio of the prediction model, 

especially the fraud, is relatively low. Therefore, when the public data are insufficient, relying solely on the model 

predictions results in both high total costs and adverse side effects. The key, therefore, is that the model itself needs to have 

a high coverage ratio so that the costly and time-consuming "image generation" work can be applied to those truly missing 

images. 

The training labels of the political sensitive model need to be authenticated, especially those with relatively low weights. 

In the training of the sanction detection model, the general supervision information of the examined result is vulnerable. 

Although the apparent performance of each class is elevated, benign candidates detected as sanctions entities still incur 

huge costs in actual systems and may incur loss of life and property in the extreme. Although the fractions of false positives 

are determined by the ratio of data sources, it still calls for careful examination for images with large amount of changes 

and annotations having low weights, as both are potential causes for model drift. 
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8.2. Model Drift and Continuous Learning                                                                                                                                       

 Machine learning models risk degrading performance over time due to shifts in training and production data distributions—

this phenomenon is known as model drift or dataset shift. When deploying a sanctions screening model into a real-time 

production environment, analysts must monitor model performance with respect to accuracy metrics. Significant 

degradation triggers the need for retraining. 

Continuous-learning pipelines support automated retraining processes without analyst intervention once sufficient labeled 

data accumulates. Continuous labeling reduces training costs by automatically creating ground truth and training datasets 

from relational linkages. The approach does not require full supervision and is example-efficient, as Gritton and Rabatel 

demonstrated. Events and entities flagged by the model as high-risk partners are labeled as Y and subsequently reviewed 

and passed by analysts, helping the model learn generalizable features in the absence of large and fully supervised datasets. 

Model evaluation, however, is more challenging when predicting real-world events outside the training period. The model 

must be periodically retrained, and adequate test datasets must be collected for rigorous performance evaluation and 

monitoring to prevent model drift. 
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