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For more than 10 years, cross-site 
scripting (XSS) has been included 

in OWASP’s top web application 
security risks. Yet it’s an issue that is 
often overlooked.

The problem has also evolved and 
many people still do not understand the 
risks surrounding Document Object 
Model (DOM) or client-side XSS. 

Through understanding the vector 
itself, threat surfaces of applications will 
become ever-more restricted and safer 
for the end user. A thorough under-
standing of DOM-based XSS will help 
balance the scales of application security 
and usability, says Josh Hickling of 
Pentest People.

Full story on page 6…

Governance: the key driver for data-driven 
innovation

Data management has become 
critically important during the 

scramble to pivot and adapt in 
response to the pandemic.

The enterprises that ‘win’ when it comes 
to data governance are those that take it in 
their stride and embed it in all that they 

do from the start. Ana Gillan of Cloudera 
explains the benefits that governance brings 
to businesses, such as making data consist-
ent, of a higher quality and more accurate 
while supporting employees to focus on 
what really matters – innovation.

Full story on page 10…

Prioritising risk for better efficiency and 
collaboration

Cyber security incidents increased 
massively across virtually all sec-

tors in the wake of Covid-19, with 
retail, manufacturing and financial 
services being the hardest hit. 

Organisations need to create a risk-
based prioritisation approach, which 
involves striking a balance between strate-

gic technologies and the collaboration of 
IT and security teams in order to adapt to 
the increased risk of attack. The pandemic 
has increased the appetite of threat actors 
looking to easily exploit vulnerable organi-
sations, but there is still time to remediate 
the danger, says Chris Goettl of Ivanti.

Full story on page 13…

UK Government lays out plans for cyber dominance

What is DOM XSS and why should you care?

Two recent publications by the UK 
Government show that it places 

great importance on cyber security 
to underpin the country’s future 
defence and prosperity.

‘The Integrated Review’ into defence 
and security policy is a white paper pro-
duced by the Cabinet Office that sets out 

“the Government’s vision for the UK’s 
role in the world over the next decade”. 
While it covers very broad ground, it uses 
the term ‘cyber’ no fewer than 114 times.

However, the review comes up short 
on details. It reads more as a piece of 
post-Brexit publicity material promising

Continued on page 3…
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Editorial
Trust is an important factor in infor-
mation security. For all that we install 
firewalls, use encryption and keep our 
passwords secret, ultimately you have 
to trust someone or something.

The classic example of this is the 
digital certificate infrastructure. When 
you connect to Amazon, you’re assured 
that it really is Amazon because the 
certificate the site presents says so. And 
the reason you believe that certificate 
is that it’s signed by a root Certificate 
Authority (CA), whose own certificate 
lives in your browser. In other words, 
you’re putting complete trust in that 
CA – and, for that matter, in the 
browser manufacturer which decides 
which certificates are included with the 
software and that they are genuine.

All of this is decided for you. You can 
add or remove root certificates from your 
browser, but on what basis? You need to 
act on solid information to do something 
that critical to your online safety.

Then there are other areas where it’s 
entirely up to you to decide on the level 
of trust you’re prepared to bestow. And 
the obvious example here is to do with 
personally identifiable information (PII) 
– or personal data, if you will. Every 
time you use an app, a website or an 
online service, you’re giving up PII in 
some form to a third party.

A researcher in Ireland found that 
both Android and iOS send significant 
amounts of telemetry data to Google and 
Apple, including geolocation information, 
even without any apps being used and 
with location services turned off (https://
bit.ly/3sV6Obo). Android allegedly sends 
20 times more data than iOS.

Then there’s the PII we entrust to 
platforms such as Facebook – which 
has just suffered the embarrassment of 
new revelations about a data leak.

The issue of trust has been raised 
once more by new ‘Secure commu-
nications principles’ published by the 
UK’s National Cyber Security Centre 

(NCSC). It has boiled the problem 
down to seven key issues, such as pro-
tecting data in transit (read, encryption), 
protecting user access to the service (ie, 
robust authentication) and so on. But 
one of the seven stands out for me: “Use 
metadata only for its necessary purpose”.

This immediately brings to mind two 
services based around the same technol-
ogy – the Signal end-to-end encryption 
solution. There is an app of the same 
name you can use on your smartphone 
that offers secure phone calls, video chats 
and messaging. But the Signal organisa-
tion does not collect and sell any of your 
data. What little data it collects is not 
linked to you and is only the minimum 
necessary to run the service.

By contrast, Facebook’s WhatsApp, 
while using the Signal technology at 
its core, wraps all manner of metadata 
around it. The list of items it gathers 
is long. For example, while Facebook 
can’t see the contents of your com-
munications, it can, and does, monitor 
who you’re calling, when and for how 
long. It builds patterns of your con-
tacts and communications. And none 
of this is to do with protecting you 
– it’s about creating and modifying a 
profile that it can sell to advertisers.

Facebook is in the personal data 
business. And while everyone knows 
this, it’s a strange and uncomfortable 
juxtaposition with WhatsApp’s boasts 
of protecting your privacy through 
end-to-end encryption.

Do you trust Facebook with this data? 
This is a question any organisation might 
want to ask itself when applying the 
NCSC’s guidelines to its own operations. 
And in this case the choice seems to be 
clear: with Signal and WhatsApp provid-
ing the same level of privacy in terms of 
the communications themselves, it’s a no-
brainer to go for the one that doesn’t also 
gather data about you and over which 
you have no control. The NCSC guide-
lines are here: https://bit.ly/3cXEN6N.

 – Steve Mansfield-Devine
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great things by the UK while failing to 
back that up with specifics. What is clear, 
however, is that it sees much of the UK’s 
future power and security being depend-
ent on strength in the cyber realm.

In a section labelled “Responsible, 
democratic cyber power” the white paper 
claims the UK will, “use cyber capabili-
ties to influence events in the real world”. 
This includes more use of “offensive 
cyber”, making it clear that the country 
plans not just to defend itself against 
Internet-borne attacks but will not shy 
away from wielding an attack capability.

Companies operating in the informa-
tion security sector will be glad to hear 
that the Government intends to build “an 
advantage in critical cyber technologies”. 
Alas, again this is not supported by any 
details about how this will come about.

The white paper is available here: 
https://bit.ly/3dCW5oF.

The other white paper, the ‘Defence 
Industrial Strategy’, is somewhat more 
concrete, both in laying out the current 
state of the defence and security sectors 
in the UK and where improvements 
need to be made.

Again, it covers a lot of ground in 
examining the procurement and supply 
of equipment and services for the armed 
forces and intelligences services. And 
information security is naturally only a 
tiny part of that.

In fact, the report states: “There is no 
exclusive definition of the security sec-
tor, but in this document it is taken to 
include critical national infrastructure 
protection, cyber security, policing and 
counter-terrorism, major event security, 
border security, offender management, 
and services including consultancy, 
training, guarding and risk analysis.”

However, the fact that cyber security is 
mentioned alongside areas such as polic-
ing and counter-terrorism is a major step 
for a sector that was largely dismissed as 
just a concern for commercial organisa-
tions and individuals even just a few years 
ago. Also, information security plays a 
major role in many of the other security 
activities cited, such as national infra-
structure protection and border security.

The paper also says that, “there is 
an absolute requirement to respond to 

the contested nature of cyberspace by 
developing our national offensive cyber 
capabilities. Offensive cyber offers the 
UK a range of national flexible, scalable 
and de-escalatory measures that will help 
us to maintain strategic advantage. We 
must continue to nurture our interna-
tional partnerships on cyber while main-
taining onshore capability.”

Conrad Prince, a distinguished fellow 
at the Royal United Services Institute 
think tank, commented that the posi-
tions set out by the white papers are 
aspirational as much as practical. “An 
ambition to be a world leader in new 
technology is at the heart of it,” he 
wrote. “That aspiration is closely cou-
pled with cyber security.”

The ‘Defence Industrial Strategy’ is 
available here: https://bit.ly/3ur2oSX

Acer hit by record 
ransom

Taiwanese computer manufacturer 
Acer has reportedly been hit with 

ransomware and a demand for a 
record-level payment – around $50m.

The company is remaining tight-lipped 
about the incident, although it says it is 
working with law enforcement and data 
protection authorities in multiple coun-
tries. However, the operators of the REvil 
ransomware strain used their leak site to 
announce the breach of Acer’s systems, 
the amount of the ransom demand and 
images of a number of stolen documents, 
including financial spreadsheets, bank 
balances and bank communications.

Tech website Bleeping Computer was 
able to obtain copies of communications 
between Acer and the ransomware gang. 
At one point, the attackers offered a 20% 
discount for prompt payment, as well as 
the decryptor, a vulnerability report and a 
promise to delete stolen files.

It’s known that the REvil gang recently 
targeted the ProxyLogon Microsoft 
Exchange flaws on Acer’s systems, although 
it’s not known if this was the attack vector 
used for the ransomware infection.

The amount demanded from Acer was 
only just ahead of the $40m that the 
Conti ransomware gang wanted from 
a US school district. Florida’s Broward 
County Public Schools (BCPS) has near-

ly 261,000 students and around 110,000 
adult students in 241 schools and colleg-
es, making it the sixth-largest district in 
the US. In March, it had to shut down 
its IT systems following an unspecified 
“cyber attack”, which we now know to 
be a ransomware infection.

A representative for BCPS contacted 
the Conti gang and was astonished 
to learn that it wanted $40m for the 
decryptor and claimed to have exfiltrated 
1TB of data – which is almost certainly 
a lie. Negotiations followed, but BCP 
wouldn’t offer more than $500,000 and 
the Conti gang wouldn’t drop below 
$10m. As a result, talks broke down and 
the ransomware gang publicly released 
screenshots of the discussions.

According to Bitdefender’s new ‘2020 
Consumer Threat Landscape Report’, 
ransomware attacks increased by 485% in 
2020, compared to the previous year. And 
nearly two-thirds (64%) of those attacks 
took place in the first half of 2020, sug-
gesting that criminal groups were exploit-
ing the confusion and security weaknesses 
engendered by the pandemic.

“Our 2020 findings depict consum-
ers under constant assault from cyber 
criminals looking to capitalise on fear and 
societal uncertainty accompanying the 
global pandemic,” said Bogdan Botezatu, 
director of threat research and reporting 
at Bitdefender.  

The report is here:  
https://bit.ly/2PFVACl.

Check Point has different and slightly 
less-alarming figures – but concerning 
nonetheless. It says it has seen a 57% 
increase in ransomware over the past six 
months. In 2021, the number of affect-
ed organisations is growing by 9% per 
month. The Maze and Ryuk variants, 
which are ‘human operated’ ransom-
ware families used in targeted attacks, 
have been especially prevalent. The US 
(12%), Israel (8%) and India (7%) are 
the most affected countries.

One of the surprises in Check Point’s 
data is that WannaCry has made a reap-
pearance – four years after its initial out-
break that brought many organisations, 
including large parts of the UK’s health-
care system, to a standstill. 

There’s more information here: 
https://bit.ly/3dKqZLI.
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Report Analysis

FBI: Internet Crime Report 2020

No-one will be shocked to learn that 2020 
was a record year for cybercrime in the US. 
Around the world, cybercrime figures are 
trending upwards. And in a year that will be 
forever remembered for a global pandemic, 
cyber criminals took the opportunities 
presented by confusion, fear, paranoia and 
changes in work practices to ply their trade.

According to the FBI’s report: “IC3 
received a record number of complaints 
from the American public in 2020: 
791,790, with reported losses exceeding 
$4.1bn. This represents a 69% increase 
in total complaints from 2019. Business 
email compromise (BEC) schemes contin-
ued to be the costliest: 19,369 complaints 
with an adjusted loss of approximately 
$1.8bn. Phishing scams were also promi-
nent: 241,342 complaints, with adjusted 
losses of over $54m. The number of ran-
somware incidents also continues to rise, 
with 2,474 incidents reported in 2020.”

It’s important to bear in mind that the 
IC3’s data is drawn from self-reported 
incidents, much like the crime statistics 
put out by the UK’s Office of National 
Statistics and Action Fraud. That definite-
ly puts a slant on things. It’s almost cer-
tain that most cybercrime goes unreported 
– either because victims believe that noth-
ing will be done and no favourable resolu-
tion is possible or because they’re just too 
embarrassed.

Nonetheless, the comparative figures – 
year on year and also one type of crime 

against another, as shown in the graph – 
are interesting.

The personal data breach figures seem 
surprisingly low, given the vast deluge of 
data breaches that show no signs of slow-
ing. However, the numbers might reflect 
the attitude that many people have towards 
such leaks – that there’s nothing they can 
do about them and that, in many cases, they 
are just one among millions affected, so why 
make a complaint to the FBI about it?

“It’s almost certain that 
most cybercrime goes unre-
ported – either because 
victims believe that nothing 
will be done and no favour-
able resolution is possible 
or because they’re just too 
embarrassed”

The 2020 increase in most of these 
top-five categories is clear, but especially 
in the area of phishing and its variants. 
For people stuck or suddenly working 
from home, email assumed a hugely 
more significant role in their lives. And 
with criminals crafting clever Covid-
themed phishing emails, often playing on 
people’s fears and desires – with themes 
such as vaccines, cures, fake government 
warnings and so on – it’s little surprise 
that even those who might normally have 

a well-tuned radar for dodgy emails may 
have let their guard down.

The regular range of crimes continued 
unabated, too. These included fee for-
warding, romance and investment scams. 
It’s also interesting to see quite a bump 
in tech support scams. Again, people at 
home are more dependent on their com-
puters and phones, which are a lifeline 
to the outside world and – for many – 
essential to them keeping their jobs. This 
is bound to make those who aren’t them-
selves technically savvy nervous about the 
possibility of the technology going wrong 
and therefore more vulnerable to this 
form of scam.

According to the report: “In 2020, the 
IC3 received 15,421 complaints related 
to Tech Support Fraud from victims in 
60 countries. The losses amounted to 
over $146m, which represents a 171% 
increase in losses from 2019. The major-
ity of victims, at least 66%, report to be 
over 60 years of age, and experience at 
least 84% of the losses (over $116m).” 

The rising tide of BEC incidents 
led to the IC3 setting up its Recovery 
Asset Team (RAT) in February 2018. 
The aim is to help victims who had 
transferred funds to US-based accounts 
under fraudulent pretences get their 
money back. In 2020, the RAT claimed 
a success rate of 82%. In 1,303 inci-
dents, it managed to freeze transfers 
worth more than $380m.

Of course, we can’t talk about cyber-
crime without mentioning ransomware. 
In 2020, the IC3 received 2,474 com-
plaints concerning ransomware with 
losses amounting to over $29.1m. These 
losses aren’t broken down so it’s not clear 
whether they relate to ransoms paid, 
remediation costs or a mix of the two. 
But clearly this kind of crime isn’t going 
away, not least because it’s so often suc-
cessful from the criminal’s point of view.

Throughout the report, the FBI offers 
advice on how to avoid or deal with vari-
ous forms of cybercrime. And on the 
matter of ransomware, its advice remains 
the same – don’t pay.

The report is available here: www.ic3.
gov/Media/PDF/AnnualReport/2020_
IC3Report.pdf.

The FBI’s Internet Crime Complaint Centre (IC3) is the primary point of 
contact for individuals and organisations in the US that have fallen 

victim to any form of Internet-based crime. Its data, therefore, is a rea-
sonable proxy for trends in cybercrime.

Report numbers for 
the top five crime 
types over the past 
five years.  
Source: FBI IC3.
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Mobile vulnerabilities
A survey by Verizon, the results of which have 
been published in its Mobile Security Index, 
shows that nearly half (49%) of firms have 
suffered adverse impacts to their security as a 
result of remote working imposed by the pan-
demic. Two-fifths of firms reckon that mobile 
devices are their single biggest security threat 
vector. In spite of this, 45% of businesses were 
prepared to sacrifice security on mobile devices 
in order to “get the job done” – and that’s 
without changes created by the pandemic. 
Another 24% had reduced mobile security as 
a way of dealing with Covid-based changes in 
work practices. According to the report, a large 
majority (70%) of those that had seen remote 
working grow following the introduction of 
pandemic restrictions expected it to fall again 
afterward. However, 78% said that it would 
still remain higher than before lockdown. 
Overall, respondents said that they expected the 
number of remote workers to settle at around 
half (49%). There’s more information here: 
https://vz.to/3dI6vDx.

Chickens throw eggs on LinkedIn
A hacking group dubbed Golden Chickens 
is mounting a sophisticated spear-phishing 
campaign via LinkedIn, warns security firm 
eSentire. The campaign uses fake job offers for 
senior executive positions. The messages specif-
ically mention the victim’s current job position, 
making it more likely that the communication 
will be treated as legitimate. Messages come 
with attachments that, when opened, drop 
fileless malware called more_eggs on the users’ 
systems. This uses normal Windows processes 
to run, and so is unlikely to be picked up by 
anti-malware defences. There’s more informa-
tion here: https://bit.ly/3fM5RaR.

UK Cyber Security Council launched
The UK Cyber Security Council has now 
officially launched as an independent body 
that will undertake the task of promoting 
professional standards and providing career 
resources in the information security sector. 
Initially commissioned by the UK Government 
in 2018, it has so far operated as part of the 
Cyber Security Alliance. It will be funded by 
the Department for Digital, Culture, Media 
& Sport (DCMS) as part of the Government’s 
five-year National Cyber Security Strategy, and 
will work closely alongside the National Cyber 
Security Centre (NCSC). There’s more infor-
mation here: https://bit.ly/2R6WWX2.

EU Council security strategy
The Council of the European Union has adopt-
ed a new cyber security strategy that it hopes 
will help create the framework for an “open, 
free and secure” Internet for governments, 
organisations and individuals. The aim is to 

bring the EU’s security environment up to date, 
which includes the rapid implementation of the 
EU 5G toolbox measures and further efforts to 
guarantee the security of 5G networks as well as 
the development of future network generations. 
Measures laid out in the framework include 
the creation of a network of security opera-
tion centres across the EU to improve threat 
detection, and possibly the establishment of a 
cyber-intelligence working group to strength-
en the EU Intelligence and Situation Centre 
(INTCEN).  There are also plans to define a 
joint cyber unit that “would provide clear focus 
to the EU’s cyber security crisis management 
framework”. The strategy document is here: 
https://bit.ly/2OtxUR7.

DDoS attacks set records
The first quarter of this year has seen records 
being set for distributed denial of service (DDoS) 
attacks, according to security firm Akamai. It 
said that in February it dealt with “three of the 
six biggest volumetric DDoS attacks” the com-
pany has ever recorded. At least two attacks were 
attempts to extort a ransom from victims – the 
most recent, against a gambling organisation, 
reaching 800Gbps of traffic. Akamai also said 
it was the most complex attack it had ever seen. 
New techniques have emerged too. Attackers are 
exploiting the Datagram Congestion Control 
Protocol (DCCP) in a way that is similar to a 
SYN flood but results in high volumes of traffic 
and evades defences designed to protect against 
TCP and UDP attacks. There’s more informa-
tion here: https://bit.ly/3sYWBUu.

New threats emerge
More than a quarter (29%) of the malware 
threats identified in the last quarter of 2020 had 
never been seen before, according to research 
by HP. Its latest ‘Quarterly Threat Insights 
Report’ aggregated data from customer instal-
lations of Sure Click virtual machines, which 
provide telemetry back to HP. The micro-VMs 
provide a buffer before malware reaches the 
endpoint and so allow it to execute harmlessly. 
According to its analysis, HP said that much 
of the malicious code made use of packers and 
other obfuscation techniques that would have 
made it invisible to traditional anti-malware 
approaches. On average, most AV systems were 
updated with a hash that would recognise the 
malware nearly nine days after HP first started 
seeing it being used in the wild. Most (88%) 
of the threats were deliver via email, with fake 
invoices being the most common lure. Two-
thirds of the malware consisted of trojans. 
Some of the trends highlighted by HP include 
email thread hijacking – basically inserting 
rogue emails into an existing conversation, 
thereby lowering a user’s guard. This was used 
extensively to distribute Emotet to government 
organisations in Central America. HP also noted 

the return of the ZLoader banking trojan and a 
new Office malware builder (APOMacroSploit) 
used to craft delivery-themed spam campaigns 
to distribute BitRAT malware. The research is 
here: https://bit.ly/3dCgvhC.

China blamed for Finland attack
An attack on the Finnish parliament in autumn 
2020, which may have led to the compromise 
of email accounts belonging to politicians, has 
now been blamed on a state-backed advanced 
persistent threat (APT) group based in China. 
The Finnish Security and Intelligence Service 
(Supo) announced that APT31 was behind 
the hacking incident – a group that has previ-
ously been linked with state cyber-operations 
of the People’s Republic of China. “We have 
not excluded the possibility that the purpose of 
the attack was to gather intelligence to benefit 
a foreign state or to harm Finland’s interests,” 
said Detective Superintendent Tero Muurman 
of Finland’s National Bureau of Investigation 
(NBI). For that reason, and because investiga-
tions are still ongoing, few additional details 
have been released. There’s more information 
here: https://bit.ly/3cUNH4G.

Game cheats include malware
Some game cheat codes, as well as other game 
tweaks and patches, that are being pushed to 
gamers via social media and YouTube vid-
eos actually contain malware capable of stealing 
information from victims’ machines. Cisco Talos 
researchers, who spotted the malware campaigns, 
said: “These types of attacks are a return to form 
for classic virus campaigns – video game players 
are no strangers to trying to avoid malicious 
downloads while trying to change the game 
they’re playing.” One of the pieces of malware 
being distributed this way is  XtremeRAT  (aka 
ExtRat), a commercially sold remote access 
trojan (RAT) that has been in use since at least 
2010. This allows an attacker to steal documents, 
log keystrokes, capture screenshots, record audio 
and even interact directly with victims via remote 
shells. There’s more information here: https://
bit.ly/3wBqpbV.

Embarrassing Scottish leak
The Alba Party, a new political party established 
by former Scottish Nationalist Party (SNP) 
leader Alex Salmond, has suffered an embarrass-
ing leak as a result of a flaw on its website. The 
4,000 or so people who had registered on the site 
were each given an ID. However, these ID num-
bers were sequential, allowing anyone with basic 
web knowledge to cycle through the numbers 
when requesting pages and obtaining the details 
of other members. This is a basic coding error, 
but the truly embarrassing part was that many 
of those revealed to have registered are current, 
high-profile members of the SNP. There’s more 
information here: https://bit.ly/3wzsF3j.

In brief
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What is DOM XSS and 
why should you care?
 

Josh Hickling

In modern web applications, more 
responsibility is passed to client-side 
scripts to deal with processing data. 
In turn, new exploit techniques have 
arisen and many people still do not 
fully understand the risks surrounding 
Document Object Model (DOM)- 
based or client-side XSS.

Client-side vs server-side

Client-side functions happen within the 
user’s browser and require no interac-
tion with the server itself. Client-side 
languages are used for a multitude of 
reasons, such as lightening server load, 
speeding up response times and facili-
tating single page functionality. While 
there are several languages/libraries to 
facilitate this kind of functionality (such 
as VBScript, jQuery, Typescript, etc), 
for the purposes of this article we will 
focus on JavaScript as it is the most 
common client-side scripting language, 
used in over 95% of web applications 
(upwards of 1.5 billion).

“Client-side functions happen 
within the browser and do 
not require a change to the 
HTTP request in order to mod-
ify what is seen on the page”

Server-side functions are events that 
happen on the remote server, such as 
processing, storing and retrieving data. 
Here, popular languages such as PHP, 
C# and – more recently – Python and 
Go, allow the application to interact 

with datastores and facilitate more com-
plex functionality.

The key takeaway from this is that 
client-side functions happen within the 
browser and do not require a change to 
the HTTP request in order to modify 
what is seen on the page. Thus, anything 
which happens within the client side – for 
example, processing a payload – does not 
depend on the server. This concept is the 
key to understanding DOM-based XSS.

Sources and sinks

As the name states, DOM-based XSS is 
facilitated and exploited through the use of 
dangerous client-side scripts. The way in 
which this is illustrated, for the purposes of 
this article, is through sources and sinks.

A source relates to the user-con-
trollable input. There are a multitude 
of sources that could pass malicious 
code to enable such an attack within 
JavaScript – anything from document.
getElementById(‘ID’).value to location.
search. It should be stated that, on their 
own, using such methods does not consti-
tute a vulnerability, which is the cause of 
much confusion surrounding this issue.

A sink is the output from which the 
value passed into the source is directly 

injected back into the DOM. This could 
be a method such as innerHTML or 
document.write. Again, there are numer-
ous ways in which data could be output-
ted, potentially presenting a significant 
opportunity for attacks. However, it is 
the whole process flow that allows such 
an attack vector to exist.

Practical approach

Putting into practice what we have dis-
cussed above, consider the following. An 
application makes a GET request when 
searching: however, the user input is pro-
cessed using JavaScript, as in Figure 1.

  The code takes a search string passed 
via a GET parameter in the URL. 
Although the page has to reload in order 
for this to take effect, the payload is 
never processed by the server and relies 
on the client side completely. See the 
following, which breaks down the above 
code to demonstrate the previously men-
tioned parts:
•	 Window.location.search – This acts 

as the source of the vulnerability, 
which is user-controllable and passed 
to the rest of the code.

•	 Document.write – This is the sink, 
writing anything supplied by the 
source to the page – for example, 
HTML markup or JavaScript syntax.

Josh Hickling, Pentest People

For more than 10 years, cross-site scripting (XSS) has been included in OWASP’s 
‘Top 10 Web Application Security Risks’.1 Although the issue is very well docu-
mented, it is sometimes overlooked by application owners. As a result, penetra-
tion testers frequently encounter this vulnerability, which takes several forms.

Figure 1: Processing user input with JavaScript.

Downloaded from magonlinelibrary.com by 043.248.074.032 on September 15, 2024.



FEATURE

April  2021	 Computer Fraud & Security
7

For instance, if a user passed the value 
‘<img src=test onerror=alert(1)>’ through 
the search parameter, the value would be 
passed to document.write and an alert 
would be seen on screen. This is similar 
to a reflected XSS attack, in the way that 
unsafe input is directly displayed back 
onto the user’s screen. However, as pre-
viously mentioned, the payload is never 
processed by the server itself.

As you can see from what is dem-
onstrated above, the concept does not 
differ from reflected or stored XSS. 
However, what is key to remember 
is that the payload is never seen or 
acted on by the server. Although GET 
requests are processed by the server, 
the response does not facilitate the 
attack. Instead, the client side writes 
the payload to the document, execut-
ing a similar effect.

“The payload is never seen 
or acted on by the server. 
Although GET requests are 
processed by the server, the 
response does not facilitate 
the attack. Instead, the client 
side writes the payload to 
the document, executing  
a similar effect”

One key point for testers to remember 
is that, as a rule of thumb, if you use 
the browser to view the page source and 
cannot see the payload, the flaw can be 
considered DOM-based. This is due 
to the JavaScript modifying the DOM 
to receive the intended output of the 
payload being deployed, as in Figure 2. 
The difference in the DOM and server 
response are shown in Figure 3.

As demonstrated in the screenshots, 
the payload can be seen in the DOM 
but not in the server response, thus clas-
sifying such a vector as DOM-based.

Real world

In the real world, this issue takes many 
forms and can be used to great effect. 
As penetration testers, we see this on an 

almost daily basis where input sanitisation 
is poorly implemented (if at all). It is clear 
that some application owners underesti-
mate the potential repercussions of such a 
low-complexity attack vector.

From experience, application owners 
are usually extremely quick to point out 
that their cookies are protected with rel-
evant security controls, so their belief is 
that traditional cross-site scripting appli-
cations do not apply. However, cookies 
are not the only target. Attackers who 
are adept at exploit development will 
simply be able to extract the informa-
tion they require using specially crafted 
scripts. In a practical scenario, this 
extends to directly extracting sensitive 
information, usually without the victim 
being aware that they are under attack.

The following are examples of 
redacted scenarios – ‘war-stories’ if you 
will – from experience as a penetration 
tester, which demonstrate the severity of 
DOM-based XSS.

Stealing passwords

Account passwords are the ‘keys to the 
kingdom’ and often the main bounty 
for attackers. Cross-site scripting is no 
exception. For the most part, web appli-
cation vulnerabilities require some form 
of user interaction to extract informa-

tion. A successful way for an attacker to 
achieve this is via social engineering in 
the form of a phishing attack.

Should the attacker find weaknesses in 
corporate web applications, this goal is 
made significantly easier. In one example, 
a URL parameter used on an application 
login page was found to be vulnerable 
to DOM-based XSS. This would have 
allowed an attacker to send the affected 
URL, with the attached payload, as part 
of a phishing campaign to exploit the 
weakness. As the link to the applica-
tion itself was genuine – that is, the base 
URLs matched up – a level of trust could 
be established with less tech savvy users 
from the outset. The payload is encoded 
as a base64 string and decoded with the 
JavaScript shown in Figure 4.

As you can see, the value of the ‘email’ 
parameter (source) is passed to the vari-
able ‘message’, which is utilised to set 
the innerHTML (sink) of the ‘welcome-
message’ ID. In this case, it was possible 
to pass the value in order to extract a 
user’s password to a third-party domain, 
while maintaining application function-
ality, as shown in Figure 5.

When the user follows the malicious 
link above, the payload inserts and calls 
out to a remote domain upon keystrokes. 
In essence, this would allow an attacker to 
extract user passwords based upon HTTP 

Figure 2: JavaScript modifying the DOM.

Figure 3: The effect in the DOM and server response.
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requests sent to a domain of their choos-
ing. Although this particular example is 
specific in terms of scope, it demonstrates 
how the vulnerability can be detrimental 
to application security.

The ‘blind’ concept

During a more recent engagement, a vec-
tor was discovered that can be abused from 
an external perspective, prior to authenti-
cation. However, it was used to compro-
mise accounts and could have been used to 
extract sensitive application information.

In this instance, the application made 
a record of failed authentication requests 
on a back-end system – the management 
console to the public-facing application if 
you will. However, developers had failed 
to sanitise input when passed directly 
from the datastore to the application logs. 
As a result of this, it was possible to poi-
son application logs to retrieve page-relat-
ed information from the back-end system 
when the affected page was visited.

Similar to the above payload, data 
was extracted to a third-party URL. 
However, cookies and credentials were 
not targeted. As in this case, the attacker 
had pre-existing knowledge of the back-
end system, it was trivial to retrieve 
sensitive information such as other user-
names and IP addresses. However, in a 

real-world scenario it is likely this would 
be exploited to either spoof the applica-
tion’s authentication page or directly 
target any available session cookies. 

“As the attacker had pre-
existing knowledge of the 
back-end system, it was 
trivial to retrieve sensitive 
information such as other 
usernames and IP addresses”

It should be mentioned that, in this 
case, developers implemented an input 
blacklist that would not allow applica-
tion requests to be fully completed 
should dangerous input be detected. 
However, several key pieces of markup/
HTML attributes were missed from the 
list, allowing for a successful attack (see 
Figure 6).

When the above payload is injected, 
the image markup will be forced to 
error, as ‘x’ does not exist as an image 
on the server, in turn, forcing the ‘onEr-
ror’ attribute to run. This then con-
catenates the HTML contained within 
the markup with the ID ‘failed’ and the 
extraction URL. Finally, sending a GET 
request to a page which does not exist 
would allow the attacker to retrieve the 
contained information. Although this 
requires an administrative user to browse 

to the affected page, logging of failed 
authentication attempts implies that 
some form of auditing occurs, which, in 
turn, increases the likelihood of a suc-
cessful compromise of a highly privileged 
account when such activity takes place.

Similar to the above example, develop-
ers failed to correctly sanitise the way in 
which the log data is passed from the 
datastore to the front-end JavaScript. 
Although data was passed to an innerHT-
ML sink, this differs because the informa-
tion is received from a JSON-based API 
response. As the API calls usually render 
responses with a JSON content-type, this 
was not spotted until after implementa-
tion to the application. Thus, sensitive 
pages were rendered vulnerable to some 
potentially detrimental attacks.

Dangerous content

One common misconception with 
DOM-based XSS is that it only affects 
the current user. While in most cases this 
is true, these instances can be abused to 
the same effect as traditional XSS vectors.

In another penetration test, an appli-
cation was found to have file upload 
functionality that displayed a preview 
of the file that was being uploaded. As 
there were no restrictions in terms of 
file type, text files could be uploaded 
containing effectively full JavaScript or 
HTML content to be reflected back into 
the application. It should be noted that 
in this instance, when the file was viewed 
later in the application flow, content was 
correctly sanitised so the threat vector was 
limited to purely the uploading user.

Conversely, this means it is not pos-
sible to directly attack other users. 
However, it is possible to directly attack 
third-party applications. With the use of 
image tags and AJAX requests, it is pos-
sible to send requests to other applica-
tions which may be vulnerable to issues 
such as SQL injection or path traversal.

Why would attackers want to do this? 
To hide their identity. Although, on its 
own, this would not be the best way to 
mask attacks on applications, it would 

Figure 4: Capturing account passwords.

Figure 5: Passing the password value to a third-party domain.

Figure 6: A payload that was able to evade blacklists designed to prevent dangerous input.
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go a long way to obscure the actual iden-
tity of the attacker, by using the affected 
application as a proxy from which to 
launch attacks on other applications.

Most application owners shrug off 
the risk of such issues. However, since 
they own the hardware, they will be 
accountable for people abusing it in such 
a manner, in which case, the audit trail 
would lead directly back to the vulner-
able application. Should the attacker not 
be traced, the server owner would be 
accountable, making it difficult to prove 
innocence, as it would be hard to prove 
that the attacks did not originate from 
the owner of the server.

Advice for application 
testers
The responsibility for such issues is on 
both application owners and their devel-
opers. Good testing knowledge is required 
to evaluate the severity of risks related to 
DOM XSS. To demonstrate these attack 
vectors, there are several points that appli-
cation testers should know.

First, know the difference between 
the server response and the DOM. It is 
critical that application testers are able 
to explain the key differences between 
HTML that is rendered by server 
responses and HTML that is rendered in 
the DOM. Without understanding this, 
it is likely that they will be blind to the 
risk. To summarise, application testers 
should know that if the payload is not 
rendered when viewing the page source, 
then the issue is DOM-based.

Second, know your tools. Similar to 
the above, know the differences between 
viewing the application’s source and 
inspecting an element. This is key to 
determining what kind of XSS is being 
exploited.

Third, think of the bigger picture. 
Although you may be able to prove the 
issue with a simple ‘alert(1)’ payload, 
what does this mean in terms of the 
application? The majority of XSS issues 
can be elevated in severity simply by 
extracting application data or interact-

ing with external services. This is very 
important to demonstrate risk to clients.

Finally, it is important that the risk is 
assessed in the context of the application 
and the sensitivity of the information 
that can be accessed. The same DOM 
XSS vulnerability could have a spectrum 
of consequences, from very low risk to 
critical risk, depending on the informa-
tion and functionality that is unlocked 
by the flaw. Although identifying the 
issue is the main part of application 
testing, the responsibility of accurately 
determining risk in the context of the 
application also falls to the tester. For 
example, being able to steal adminis-
trative cookies via a blind input could 
be classed as a lower-severity high-risk 
issue, due to the blind nature but severe 
consequences. However, being able to 
pop alert boxes on yourself, due to a 
restrictive content-security-policy header, 
would severely impede any ‘realistic’ 
attack vector and would, therefore, clas-
sify as low risk. This illustrates the need 
for testers to assess applications on a 
regular basis to determine whether the 
risk has changed in terms of the context 
of the functionality of the application.

Successful techniques

As XSS vulnerabilities differ drasti-
cally, there are no catch-all techniques 
for identifying such issues. However, 
over the years of testing, some methods 
have been found to be more success-
ful than others for quickly identifying 
this vulnerability. One of the preferred 
methods is via the use of broken image 
tags, to provide quick visual feedback 
as to whether HTML can be injected 
into the page. If the tester can see the 
broken image, the HTML has rendered 
successfully. This can also be used in a 
‘blind’ concept by injecting the image 
tag with the ‘src’ attribute pointing to 
a domain you control, then monitoring 
the server logs for requests to the refer-
enced file.

Application testers should not be 
afraid to use what they have at their 

disposal to exploit issues that they have 
found. As demonstrated by the above, 
when an application uses jQuery, it is 
much more elegant to use this third-
party library to exploit the vulnerability. 
While testing, this has helped to bypass 
length restrictions and even blacklists in 
some cases. As testers, we frequently see 
jQuery being used, so why waste such 
a powerful library when testing for this 
vulnerability?

“With the use of image tags 
and AJAX requests, it is pos-
sible to send requests to other 
applications which may be vul-
nerable to issues such as SQL 
injection or path traversal”

One key takeaway for testers should 
be that, although DOM-based XSS is an 
issue on its own, it should serve as more 
of a checkbox when determining risk. 
So, for example, if you have discovered 
a stored or reflected XSS vulnerabil-
ity, you need to ascertain whether it is 
DOM-based or server-side facilitated. 
Ask the question: “What’s the conse-
quence?” if the same payload were to be 
executed in the browser. Rather than 
looking at the risk independently from 
the stored/reflected prefixes, testing for 
DOM-based XSS should be used in 
conjunction with testing for client-side 
vulnerabilities. This aids developers to 
accurately nail down where the vulner-
ability lies and remove any speculation 
as to what is causing an issue. 

Test regularly

The main piece of advice that can be 
given in relation to DOM-based XSS 
vulnerabilities is to regularly test your 
applications. A big mistake, seen time 
and time again, is application owners 
conducting security assessments and 
then leaving it for years before another 
test is undertaken. Even though the 
last report was clean, this may not 
mean that your application is still up 
to the same standard. This can be 
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demonstrated by the current shift to 
single-page applications, making the 
issue ever-more pressing. Owners are 
converting to new micro-service and 
single-page application architectures, 
but not committing to regular and 
thorough testing.

The examples above demonstrate the 
complexity of some attack vectors, which 
developers or analysts may not spot. 
This is usually due to either a lack of 
extensive knowledge of exploitation or 
not having the time to dedicate to such 
issues. The recommendation is to test 
applications on a regular basis, or when-
ever major changes have been made. 
Then work with penetration testers to 
understand why specific issues have been 
graded at a particular level of risk, to aid 
remediation.

Remediation

In terms of remediation, although it’s 
not possible to provide specifics here, 
as there is a plethora of source and sink 
combinations, developers should think 
about how user input is handled. Ask 
the questions: 
•	 Does a user really need to search for 

special characters?
•	 Does the query string need to be 

treated as HTML when displayed on 
the page?

It all boils down to circumstance and 
planning. Before writing a function, all 
things should be considered, for example, 
how user input is going to be used. In the 
example above, if careful planning had 
been undertaken, the source could be used 
in a perfectly safe manner with a different 
sink. If the developer had replaced docu-
ment.write, with a simple ID selection and 
text.content statement, unsafe input would 
be reflected in a safe manner.

Conclusion

As mentioned at the start of this article, 
XSS is one of the best-documented vul-
nerabilities of the modern security era. 
The issue stems from a lack of planning 
and understanding of how user input 
may be utilised in a malicious way. The 
responsibility for protecting applica-
tions and their users against exploits is 
on developers themselves, rather than 
relying on third-party libraries or other 
people’s code to keep them safe. A full 
understanding of what DOM-based XSS 
actually is will help to prevent weak-
nesses from being exploited through the 
use of dangerous user-input vectors.

Although the XSS issue is well-docu-
mented, it is widely misunderstood and 
too often underestimated. The major-
ity of developers and testers categorise 
DOM-based XSS as its own form of 

cross-site scripting, rather than the 
extension that it is. This article has dem-
onstrated that although in some cases 
DOM-based XSS may not be as severe 
as non-DOM based XSS, it can in its 
own right be exploited to cause consid-
erable damage and should be taken seri-
ously and remediated whenever found. 
Through understanding the vector 
itself, threat surfaces of applications will 
become ever-more restricted and safer 
for the end user. A thorough under-
standing of DOM-based XSS will help 
balance the scales of application security 
and usability.
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Governance: the key driver 
for data-driven innovation

Ana Gillan

At the same time, many employees have 
been forced to work remotely, while 
needing uninterrupted access to the 
data they use every day – all without 
subverting the carefully constructed 

security frameworks put in place by the 
enterprise. 

Both of these issues have caused 
unprecedented data management and 
governance challenges. Those that have 

fared better have been the businesses that 
already had a layer of security and govern-
ance woven into their data platforms and 
processes. They have been able to scale up 
data access and controls more quickly and 
securely than those organisations which 

Ana Gillan, Cloudera

Data management might not be the obvious poster child for business in 2020, 
but it’s been critically important during the scramble to pivot and adapt in 
response to the pandemic. Overnight, organisations have had to deal with a 
massive influx of data, as digital engagement replaced in-person interaction.
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suddenly had to introduce security and 
governance to an existing system. 

Despite its benefits, data governance, 
as a term, still carries some negative 
associations to the everyday data user. 
Breaking down these perceptions, to 
unlock the true value that governance 
can bring to a business will be the key 
differentiator in the immediate future.

Challenging and  
changing
While data governance has long been 
valued for its foundational control in 
helping enterprises ensure they meet 
regulatory compliance standards, there 
is work to be done to demonstrate how 
it contributes to driving business value. 
This is because data consumers within 
businesses – those who want to use 
data to derive insight – don’t always see 
direct downstream benefit from data 
governance activities. 

“Data consumers within 
businesses – those who want 
to use data to derive insight 
– don’t always see direct 
downstream benefit from 
data governance activities”

In fact, there is a strong feeling that 
data governance is all about red tape and 
restriction. In reality, this couldn’t be 
more wrong. At its core, governance has 
a place in every organisation, to ensure 
that data is being managed properly 
and to a standard that meets both the 
internal and external requirements with 
which every enterprise has to comply. 

To rectify this perception, people have 
to be front of mind when it comes to 
successfully implementing a data govern-
ance strategy. Businesses need to ensure 
the productivity of the staff that need to 
access, view and leverage data in their 
daily roles. Any efforts to control data 
in a way that creates friction for end 
users will be met with resistance that 
undermines data governance efforts as a 
whole. 

Therefore, productivity should be treat-
ed as a top-level objective of governance, 
rather than as an afterthought. Setting 
out a governance methodology and 
implementing user-friendly technologies 
can help facilitate this outcome, though 
enterprises must be mindful to strike a 
balance between a ‘bottom-up’ organic 
adoption of these tools and a ‘top-down’ 
or centralised control of these methods. 
By doing so, they can ensure that the 
strategies are well received by data users, 
who will not feel like extra admin is being 
forced upon them. As we will explore, 
good governance also breaks down data 
silos and provides the foundation for 
innovation – two key aspects of wider 
business success. 

Better business  
outcomes
Organisations are facing two critical 
challenges when it comes to data govern-
ance. These definitely existed before, 
but the influx of data that the past year’s 
events have produced has exacerbated a 
long-standing set of problems. These are: 
•	 Data is siloed: Data silos are a prob-

lem as old as IT architecture itself and 
they remain a constant challenge for 
any enterprise trying to gain a more 
consistent view of assets. If data is 
kept in pockets based on how it is 
ingested, it may not be visible to all 
parts of the business. This leaves com-
panies with a partial view of their data 
at any one time, which means they 
may lose the true value that can be 
derived from analysing all their data 
as a whole. With one-third of organi-
sations with 1,000-plus employees 
having more than 50 distinct depart-
mental data silos, they continue to be 
a thorn in the side of businesses.1 

•	 Issues with visibility: To be secure 
and compliant with regulations, 
enterprises need to know everything 
about every piece of data that they 
hold, from where it came from to 
where it’s going, and who has had 
access to it along the way. 

At the centre of both of these issues is 
transparency and the need for full visi-
bility across the data lifecycle. Businesses 
must have the tools in place to get a 
complete view of every dataset in use by 
the organisation, regardless of where it 
resides. This has to be done from a sin-
gle toolset that is applicable to all loca-
tions and data points. 

By implementing this level of visibil-
ity, companies can remain compliant 
with internal and external regulations 
– not only when it comes to sensitive 
information such as customer and finan-
cial details, but also in terms of who has 
access to that data internally within the 
business. This visibility can help deter-
mine where data silos lie and identify 
untapped data ripe with fresh insights.

Embedding security

An organisation that has successfully 
embedded security and governance 
through its entire data and analyt-
ics lifecycle is Merck KGaA. Based in 
Germany, it is one of the leading science 
and technology companies, operating 
across healthcare, life science and perfor-
mance materials business areas. Crucial 
to its success is its ability to access and 
utilise data from the enterprise that is 
GxP regulated and qualified. However, 
being GxP qualified was proving to be 
a challenge. As a solution, it established 
a data governance framework with its 
enterprise data lake. 

This framework brings together dis-
parate data sources, combining internal 
data with public data, and structured 
data with unstructured data. In turn, 
this created a place for Merck KGaA to 
discover, analyse, store, mine and gov-
ern relevant data, which is then utilised 
for advanced analytics and to uncover 
insights used to fuel the work the enter-
prise carries out.

Since establishing this data governance 
framework, Merck KGaA can success-
fully meet regulatory compliance. It can 
also prevent unauthorised data access, 
decrease operational costs and greatly 
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increase business agility for multiple 
users. As a result of the framework, the 
Merck KGaA team can now more effec-
tively perform fraud detection, inventory 
management, operational compliance 
and scientific data management. With 
all these benefits of the framework, the 
team can focus on analysing and har-
nessing data, giving them the insights 
needed to drive quality control and life-
saving clinical research – the best pos-
sible outcome for the company, all with 
the knowledge that it is remaining secure 
and compliant with regulations. 

Driving innovation and 
productivity
Innovation is another outcome that’s 
possible for businesses as a result of good 
governance and security. While innova-
tion is often thought of as the preserve 
of the Silicon Valley start-up, this is no 
longer the case – all businesses must 
innovate at lightning speed to remain 
competitive in a disruptive market. The 
great news is that they already have eve-
rything they need to serve their custom-
ers at their fingertips in the data they 
already hold.

To meet customer demand and con-
tinue at a competitive pace, businesses 
need to weave data security and govern-
ance into data projects from the very 
beginning, rather than trying to reactive-
ly respond to changes as they happen. 
When governance and security are built 
into the application from the beginning, 
innovation will not be halted by redoing 
or retrofitting into existing development 
work. To support this, artificial intel-
ligence (AI) and machine learning (ML) 
technology can accelerate and scale gov-
ernance efforts. 

While these technologies tend to be 
thought of as concerning customer-
facing use cases such as chatbots, current 
enterprise use of ML suggests that the 
technology is more frequently being 
applied to internal data management 
strategies. When organisations today 
were asked, by 451 Research, for their 

top business reasons for using ML, 
41.7% reported ‘data management and 
classification’. 

The need for more automation is also 
evident in users’ preferences. When 
asked, employees reported that processes 
and tasks that deal heavily with informa-
tion is an area where automation would 
most help to improve things. As indi-
vidual staff increasingly become more 
dependent on data to navigate their daily 
responsibilities, any marginal improve-
ment in that data’s governance would 
help accelerate productivity. Automation 
would allow data security and govern-
ance to be taken care of, the productivity 
levels of workers to be heightened, and 
processes automated. Automating most 
of the ‘grunt work’ around data crea-
tion and exploration means that business 
users can focus on something even more 
important: innovation. 

Regulatory challenges

Maintaining innovation and internal 
governance policies are important, but 
businesses also need to look outward, 
to external data regulations. Relevant 
regulations will vary for every company 
depending on the industry sector, loca-
tion and whether the data they possess 
needs to be transferred across borders. 
Managing compliance in this complex 
environment effectively comes back to 
having complete visibility over data. 

“If businesses deploy the 
tooling and processes to 
monitor what is happening 
to their data throughout its 
lifecycle, there is less need to 
be concerned about regula-
tion, existing or new”

Currently, there are 128 countries 
across the world with the legislation in 
place to secure the protection of data 
and privacy – that’s a lot of regulations 
to contend with.2 And the fines for 
not adhering to these regulations are 
significant. For example, breaching the 

General Data Protection Regulation 
(GDPR) regulations could set an organi-
sation back up to 10 million euros, or 
up to 2% of its entire global turnover.3

The good news is that, with a sound 
governance philosophy in place, compli-
ance does not need to be complicated. If 
businesses deploy the tooling and processes 
to monitor what is happening to their data 
throughout its lifecycle, there is less need 
to be concerned about regulation, existing 
or new. Most data privacy or data manage-
ment regulations have very similar founda-
tions. As long as a company is aware of 
every dataset in its possession, (where it 
lives, who has access to it, for what pur-
pose etc), it has much less work to do if a 
new privacy law comes into force. With 
the appropriate foundations in place, all 
that remains is to do a gap analysis on the 
new set of rules against what is already in 
operation and to react accordingly.

Putting governance  
into practice 
Many businesses with positive percep-
tions of governance still struggle with 
the ‘nuts and bolts’ of successful data 
governance orchestration. Before they 
can start reaping the benefits of govern-
ing data, they first need the infrastruc-
ture to support them on their journey 
and enable success. Companies should 
look at data governance as a strategic ini-
tiative that is based around the following 
principles: flexibility, consistent security 
and governance, sound infrastructure 
and being 100% open.
•	 First, it’s important to have the flex-

ibility and choice to store, process and 
model data in the location that’s right 
for the use case. For most organisa-
tions this means that data and com-
pute will be distributed across a com-
bination of environments. Yet this 
flexibility and choice must happen 
without the data and management 
silos that are typically associated with 
using multiple locations.

•	 Second, businesses must be able to 
provide consistent security and govern-
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ance for their data across all of those 
locations. This means having visibility 
of all data sets, knowing where they are 
and who has access to them, as well as 
where that data has been. 

•	 Third, enterprises must be able to do 
this across the entire data lifecycle, 
from the moment information is 
captured or ingested, right through 
to when it’s being analysed or fed 
into an AI or ML solution.

•	 And finally, this platform must be 
open, meaning that it’s not only built 
on open source technology but also 
that it is open to integrate into other 
systems and toolsets. This ensures 
freedom from vendor lock-in as well 
as the flexibility already discussed.

Enterprise data cloud

What we’re essentially talking about 
is an enterprise data cloud (EDC) – a 
single, consistent platform, built from 
open source technology, that can span 
the edge, datacentre and multiple cloud 
environments. An EDC must be able to 
support multiple data functions, deliver 
consistent security and governance and 
provide the organisation with the visibil-
ity, control and auditing that is required. 

All of these principles together ensure 
that organisations can govern all the data 
that passes through their infrastructure in 
the smartest, most efficient way possible.

“With good governance, 
organisations can be secure 
and compliant, give people 
access to the insights that 
they need, and allow for 
much-needed innovation”

Enterprises that ‘win’ when it comes 
to data governance are those that take it 
in their stride and embed it in all that 
they do, from the start. They recognise 
the importance of governance and the 
benefits it can bring to their business, 
such as making data consistent, of a 
higher quality and more accurate while 
supporting employees to focus on what 
really matters – innovation. 

It’s time the barriers to successful 
governance were broken down and the 
negative perceptions surrounding it 
expelled. As demonstrated, governance 
should not be seen as the locking down 
of data or restrictions that prevent pro-
ductivity. In fact, it’s quite the opposite. 
With good governance, organisations 
can be secure and compliant, give people 

access to the insights that they need, and 
allow for much-needed innovation. 
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Prioritising risk for  
better efficiency and  
collaboration Chris Goettl

In fact, according to the report, 80% of 
leaked stolen data was released into the 
public domain after 23 March 2020, 
when UK lockdown commenced. This 

indicates that the pandemic has provided 
threat actors with lucrative opportunities 
to target businesses during a time when 
they are at their most vulnerable.

Many factors are contributing to 
the success of these attacks, including 
decreased IT budgets, rapidly set up 
remote working practices and employee 
churn. We also need to consider the 
human elements, such as employees mak-
ing mistakes due to increased pressure or 
workload, as team sizes decreased.

Chris Goettl, Ivanti

While 2020 was a year like no other, it seems that remote working and the 
associated IT challenges are set to continue well into 2021. According to the 
PwC UK Threat Intelligence Unit, cyber security incidents increased massively 
across virtually all sectors in the wake of Covid-19, with retail, manufacturing 
and financial services being the hardest hit.1
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Rising ransomware 
attacks
Ransomware attacks in particular have 
flourished, due to the fact that they can 
be easily and cheaply executed. Despite 
their prevalence, businesses are often 
reluctant to invest upfront in security 
solutions and systems that will protect 
them in the long-run. On average, a 
mid-sized company hit by ransomware 
takes up to 15 days to recover opera-
tions, which results in user productivity 
costs of around $1m.

Organisations in every vertical are at risk 
from ransomware attacks. The latest well-
known companies to have been targeted 
include Campari Group and Universal 
Health Services, and that’s before we even 
consider the scale of the problem for small 
and mid-size enterprises. Any organisation 
with something to steal can be targeted by 
these cybercrime groups – and with low 
risks and high rewards for the attackers, 
this looks set to continue.

Two key trends have been behind 
the increase in sophisticated, ‘human-
operated’ ransomware. The first trend 
is the rise of the ‘as a service’ model 
deployed by strains such as Phobos. This 
involves an extended group of affiliates 
who are granted use of the malware and 
various shared services in exchange for 
granting a cut of the profits to the devel-
oper. The second is the use of Emotet 
and TrickBot, well-known remote access 
trojans (RATs), which provide an initial 
entry point into a victim’s networks.

Evolution of the threat

The huge success of ransomware has led 
to the rise of ‘big-game hunting’ groups, 
which deploy advanced persistent threat 
(APT) techniques in what Microsoft 
refers to as ‘human-operated’ attacks. 
This is a move away from the indis-
criminate and harder-to-control attacks 
of the past, such as WannaCry, which 
was designed to target computers running 
Microsoft Windows operating systems. 
Human-operated attacks require a greater 

amount of preparation before execution. 
Threat actors dedicate much time and 
resource to reconnaissance, lateral move-
ment, persistence and data exfiltration – 
before ransomware is even deployed.

“IT and security teams will 
need to consider how the 
rapid shift to remote work-
ing may have impacted their 
security posture, and how 
they may have bypassed 
normal cyber security proto-
cols or taken shortcuts”

While every attack is different, most 
ransomware attacks follow a similar 
blueprint, such as the use of post-exploi-
tation tool Mimikatz to steal internal 
credentials and escalate privileges. Pen-
testing tool Cobalt Strike and ‘living off 
the land’ techniques such as abuse of 
built-in Windows capabilities such as 
WMI and PSExec are also prevalent for 
lateral movement, while scheduled tasks, 
GPO changes and other tactics are often 
used for persistence.

Now that the dust has settled and we 
have become accustomed to our more 
restricted lives, IT and security teams 
will need to consider how the rapid shift 
to remote working may have impacted 
their security posture, and how they may 
have bypassed normal cyber security pro-
tocols or taken shortcuts, which need to 
be assessed before vulnerabilities can be 
leveraged by an attacker. With a seem-
ingly overwhelming number of ever-
increasing threat vectors, IT and security 
teams need to ask themselves, ‘how can 
risks be prioritised’?

Risk-based prioritisation 

One way to reduce potential risks is to 
have a vulnerability remediation plan in 
place. When vulnerabilities are identi-
fied, the clock starts ticking for patching 
systems as quickly as possible. In the 
case of the Zerologon threat – a critical 
elevation-of-privilege bug that infects 
Windows 2008 and newer versions – the 
US Cybersecurity and Infrastructure 
Security Agency (CISA) released an 

Breakdown of ransomware leak site victims by sector, H1 2020. Source: PwC.
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emergency directive that all Windows 
servers needed to resolve the vulner-
ability in three days.2 This is an extreme 
example: however, the longer it takes to 
patch, the more time threat actors have 
to exploit the vulnerability and execute 
an attack. 
•	 A vulnerability remediation plan 

should consider three main areas:
•	 First, the ability to research reliabil-

ity is crucial. How do you know if 
your risks are reliable? An important 
exploit could turn out to be a critical 
one if you are only looking at one 
source of information. 

•	 Second, how do you prioritise threats 
effectively? How can you ensure that 
patching is taking place in a way that best 
benefits your environment and needs? 

•	 Third, how can you stay informed? 
How do you continue tracking your 
potential threats? Are your endpoints 
secure and are your servers up to 
date? If anything changes, how can 
you monitor those changes and any 
issues that arise?

Hyper-automation 

One of the biggest barriers to an effec-
tive vulnerability remediation plan and 
risk management is a lack of collabora-
tion between IT and security teams. It 
may seem that security and IT teams 
have vastly different priorities, with 
security focused on managing risk, and 
IT focused on uptime and productiv-
ity. However, effective collaboration 
between the two departments will not 
only reduce the amount of time it takes 
to safeguard against potential threats, 
but will also reduce the overall resources 
that an organisation has to invest in.

Implementing automation can stream-
line many processes within the IT and 
security function in order to save time 
and ensure that IT and security employ-
ees can redeploy their expertise elsewhere.

Patch management and remediation. 
The process of identifying, classifying, 
and addressing vulnerabilities can be 
time-consuming. Implementing hyper-

automation into this process is the best 
way to prevent threat actors exploit-
ing gaps between security vulnerability 
reports and remediation. The IT team 
will no longer spend valuable time and 
resources manually sifting through scan 
reports provided by the security team to 
translate CVEs into software updates. 
The process of deduplicating and 
researching CVEs can take between five 
and eight hours every time the IT team 
performs the process, giving threat actors 
ample time to exploit vulnerabilities. 
By using an automated CVE-to-patch 
import capability, you can streamline 
the process from hours to minutes. This 
takes care of the issue of threat prioriti-
sation and risk reliability.

“Automated solutions can 
help security teams opti-
mise the rollout of crucial 
updates, by gaining insights 
that would take up valuable 
time to research and discover 
manually”

When it comes to the challenge of 
staying informed and tracking potential 
threats, automated solutions can help secu-
rity teams optimise the rollout of crucial 
updates, by gaining insights that would 
take up valuable time to research and dis-
cover manually. Such solutions can also 
help security teams gain visibility over the 
issues reported by different organisations 
across a variety of sectors regarding patch 
intelligence and emerging threats. 

Autonomous device management. 
In a competitive commercial landscape, 
a reactive approach to IT operations 
is no longer good enough. Applying 
hyper-automation to device management 
moves the process from reactive to fully 
autonomous.

To enhance efficiency significantly, IT 
specialists’ time can be freed up by mov-
ing incident resolution as close as pos-
sible to the end user. With hyper-auto-
mation, devices across a network manage 
themselves, allowing users to personally 
resolve any performance problems they 

encounter. With this approach, analysts 
and senior technical staff can utilise 
their time in more complex and fulfill-
ing work, helping the organisation make 
better use of a valuable asset – their 
expertise. Every resource is precious 
during these uncertain times and hyper-
automation is a vital optimisation tool.

Simplifying self-service. As compa-
nies strive to keep up productivity and 
minimise downtime caused by remote 
working challenges and increased gaps 
in security, self-service is a crucial tool 
for IT. Chatbots and virtual agents are 
currently commonplace in supporting 
IT staff as they work to quickly solve 
issues. However, hyper-automation can 
take this to a new level of sophistica-
tion by allowing systems and devices to 
independently produce service tickets. 
Performance and security problems can 
be taken care of and recorded before 
users are impacted, minimising work 
distractions and keeping operations run-
ning efficiently. 

“Taking a proactive approach 
to risk prioritisation and 
solving issues often before 
they even arise – and defi-
nitely before the user or IT 
team is aware of them – can 
be the deciding factor for 
organisations when it comes 
to increasing productivity”

Leveraging hyper-automation provides 
a much-needed competitive advantage 
that can set businesses apart in the cur-
rent climate and allow them to effec-
tively prioritise risks before they become 
security crises.

Providing a seamless experience to end 
users that detects all devices, understands 
users’ behaviour, optimises endpoint per-
formance, and pinpoints and resolves any 
security vulnerabilities is key to maintain-
ing an ambient and efficient IT environ-
ment. Taking a proactive approach to 
risk prioritisation and solving issues often 
before they even arise – and definitely 
before the user or IT team is aware of 
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Moving from employee 
compliance to employee 
success in the cyber 
security domain

Marc Dupuis

Recently, the Wall Street Journal pub-
lished an article about the use of fear in 
cyber security messaging.1 The thrust of 
the author’s argument was that the use 
of fear was unwise and counter-produc-
tive. Why is fear used in this context? 
Because the user of computer systems is 
often perceived to be the ‘weakest link’ 
when it comes to cyber security. This is 
particularly true where the consequences 
of an employee’s unwise action could be 
costly to the organisation.2 

Fear is merely the tool; compliance 
with security policy mandates is the 
aim, the underlying assumption being 
that fear is an effective mechanism to 
achieve compliance, and, transitively, 
more secure behaviours. This approach’s 

flaws are two-fold. On the one hand, 
people dislike fear appeals, and many 
will respond negatively and not, as 
anticipated, by complying.3 But, even 
if they do comply, that is not necessar-
ily a solution to the problem of insecure 
human behaviours. This is because this 
approach builds on yet another flawed 
assumption: that organisational policies 
are sufficient and comprehensive.

This assumption is naïve for two rea-
sons. The first is that cyber criminals inno-
vate and change their tactics daily, while 
security policies take months to finalise.4 
The second is that focusing on compliance 
attempts to turn employees into robotic 
rule followers. The underlying sentiment 
of ‘compliance drives’ is that if employees 

would only follow all the mandated rules 
and follow processes, no security breaches 
would occur. While society cannot work 
without rules, this reliance on security 
policies is not appropriate in a domain as 
dynamic and fluid as cyber security.5

Successful phishing

Consider phishing, the one exploit that is 
most successful in compromising organi-
sations. In response to this threat, many 
organisations issue advice such as, ‘Do not 
trust emails that come from people you do 
not know’ or ‘examine embedded links in 
emails to make sure they are legitimate’.6 
The first instruction might have been 
accurate a decade ago, but nowadays 

them – can be the deciding factor for 
organisations when it comes to increasing 
productivity, keeping employees satisfied 
and making the most of limited resources 
while budgets remain tight.

Balancing risk

Creating a risk-based prioritisation 
approach involves striking a delicate 
balance between strategic technologies 
and the collaboration of IT and security 
teams in order to adapt to increased 
risk of attack. The pandemic may have 
increased the appetite of threat actors 
looking to quickly and easily exploit vul-

nerable organisations, but there is still 
time to remediate the danger by taking a 
proactive, strategic approach to creating 
a robust security programme. 
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phishers send emails that appear to come 
from regular correspondents, so this kind 
of rule does more harm than good.7 For 
example, if a person is used to receiving 
emails from a regular correspondent and 
receives one with an attachment, he/she 
is likely to open the attachment without 
even considering that there is any need 
for caution. The fact that a phisher is 
masquerading as a regular correspondent 
does not even enter the recipient’s mind 
due to the familiarity of the correspond-
ent and the accumulated trust between 
them. The attachment might well install 
malware as a consequence, because the 
person followed the rule.

In the second place, cyber criminals 
are becoming so much sneakier at com-
ing up with feasible-looking URLs 
that one almost has to be a computer 
scientist to identify the deception. The 
second instruction is often impossible 
for everyday users to carry out given the 
required expertise and how phishers have 
become so adept at URL masking.8

The four Cs

The proposal here is that we stop driving 
employees towards unthinking compli-
ance, and rather replace the ‘one C’ with 
‘four Cs’. The idea is to help employees 
to become effective cogs in the security 
perimeter – the human firewall, as it 
were. When padlocks are manufactured, 
hardened steel is used. In the same way, 
we want employees to have a number of 
qualities that will give them the ability to 
recognise and resist attacks and thereby 
improve the security of their organisa-
tion’s cyber domain – that is, to ‘harden’ 
them by enhancing and increasing their 
cyber security capabilities and deception-
detection abilities.

What might hardening look like? In 
our opinion, we have to encourage eve-
ryone to develop four qualities.

1. Competence

People do not fall for phishing messages 
because they want to. They ‘fall for’ the 

deception – they are taken in sufficiently 
to click on the link or open the attach-
ment. People need to develop a so-called 
radar – a sense of which emails are legiti-
mate and which might be red herrings 
with malicious intent. 

Awareness is not enough: it is merely 
the first step – necessary but not suffi-
cient. In addition to awareness, computer 
users also need to accumulate knowledge 
and build skills in this area. This takes 
time and support – there is no way to 
short-circuit this process. In the immortal 
words of Fred Brooks, there is no ‘silver 
bullet’ when addressing complex issues.9

“Cyber criminals are becom-
ing so much sneakier at com-
ing up with feasible-looking 
URLs that one almost has to 
be a computer scientist to 
identify the deception”

For example, one company that has 
taken this approach had assigned some-
one to be the ‘go to’ person for all cyber 
security queries. Anyone who got an email 
they were worried about could forward 
it to him. He was always respectful in his 
responses, whether their suspicions were 
grounded or not – thanking them for their 

vigilance. Moreover, he would send back 
an email confirming their suspicions by 
pointing out the red flags that they should 
look for next time, or reassuring them and 
highlighting the indicators of veracity they 
could rely on in the future.

As the months went by, employees 
started developing a sixth sense about 
dodgy emails. The company then initi-
ated a ‘catch of the month’ award for 
employees who identified phishing 
emails and alerted IT staff. The result 
was an end to successful phishing attacks 
in that organisation. This approach is 
slow but effective and demonstrates 
a viable and effective alternative to a 
quick-fix fear-based approach.

2. Creativity

At the moment, people are told to fol-
low the rules and to do as they are told. 
On the one hand, this is demotivating. 

Employees’ responses to the use of fear appeals by their employers in an attempt to improve  
cyber security.

The four Cs to help ‘harden’ employees against 
attacks.
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Jacob Bronowski argues that people are 
not inherently lazy.10 He says that what 
appears to be laziness and indifference 
is a reaction to the fact that their job no 
longer fulfils them.

This observation probably applies 
equally in the cyber security context. 
People are likely to feel constrained and 
hemmed in by an increasing number of 
rules and processes with which they are 
being required to comply. They then 
become demotivated and, while this 
looks like laziness, it is actually a conse-
quence of being treated like a robot or ‘a 
problem to be solved’. 

“The ultimate goal is to 
strengthen the human fire-
wall so as to fortify this first 
and crucial line of defence. 
As a side effect, we will also 
get happier and more ful-
filled employees”

Moreover, rules handed down from on 
high create a ‘we-they’ situation where the 
powers that be lay down rules related to 
cyber security behaviours and the respon-
sibility of the ‘others’ is to obey the rules 
– not to innovate in defeating hackers. By 
taking this stance, organisations lose out 
– if employees are encouraged to come up 
with ways to defeat hackers, many more 
attacks would be foiled. When organisa-
tions promote these exchanges (ie, leader-
member exchanges), it increases positive 
change, novel ideas (such as creativity), 
and innovative behaviour.11

For example, in one organisation an 
employee witnessed a phishing attempt. 
He first warned all his colleagues and 
then engaged with the phishers and 
strung them along for days with ever 
more ridiculous requests for them to 
prove their integrity. He asked them to 
write him a poem, and then said it wasn’t 
long enough, and so on. Eventually, they 
realised that he was playing a game with 
them and gave up. This employee was 
tremendously energised by this experience 
and felt proud to have foiled the phish-
ers’ attempts to deceive his colleagues and 

cost his organisation money. Combining 
this with the previously mentioned ‘catch 
of the month’ award is likely to be par-
ticularly effective.

3. Curiosity

This should be encouraged, not extin-
guished, which is what rules attempt 
to do. What is needed is for people to 
be curious about cyber security, and 
organisations should nurture and satisfy 
employee curiosity in the cyber security 
domain. People love to hear stories, so 
stories can be used to excite interest. 

For example, an acquaintance of one 
of the authors received an email say-
ing that RyanAir was giving away free 
flights, if only they clicked on the link. 
Upon consulting one of the authors, a 
subsequent discussion about whether 
RyanAir had ever been in the habit of 
giving anything away led to a lightbulb 
moment. It raised awareness, which will 
help sharpen his judgement for future 
attacks. For some reason, people love to 
hear this story, probably because of the 
wry humour embedded in it and because 
it delivers a message about that particu-
lar phishing message in a palatable way 
– not using fear. 

Encouraging employees to tell their 
stories engenders a healthy curiosity 
about all things cyber and keeps it at 
the forefront of employees’ minds. This 
will gradually upskill the employees and 
make it less likely that they will fall for 
phishing messages. While the person in 
this story was aided by their curiosity, 
others were not as fortunate and fell vic-
tim to this phishing campaign.12

4. Criticality

This is the final skill, which completes 
the circle. Say someone gets an email 
from a line manager, including an 
instruction to transfer money to a spe-
cific account. The rules would say: check 
that the email comes from the expected 
email address (the line manager); check 
that there are no links or attachments; 

and check that the way the email is 
written aligns with the way it is usually 
written. If the employee follows these 
guidelines, the money is likely to be 
transferred. After all, realism in these 
factors is often what makes a phishing 
email successful.13

“People are likely to feel 
constrained and hemmed 
in by an increasing num-
ber of rules and processes 
with which they are being 
required to comply”

In contrast, if the employee has been 
permitted and trained to be critical (and 
her curiosity has been kindled), the idea 
that the line manager’s email account 
might have been breached might lead 
to a suspicion that the email might have 
come from a hacker. If the employee 
has had their critical faculties honed 
and encouraged, they might call the line 
manager to confirm the transfer. This 
will foil the phisher, but if the employee 
has been trained to be a rule follower, 
the phisher may succeed, pocket the 
money and leave the organisation with 
a vastly reduced bank balance. The 
employee, in this case, has dutifully 
followed all the rules, and these have 
proved insufficient. 

Part of the perimeter

What we suggest is that we move from 
‘Compliant Charlie’ to ‘Successful Sam’. 
Whereas Charlie follows the rules, 
becomes demotivated and sees cyber 
security as a chore and an obstacle, Sam 
has become part of the secure perimeter 
of the organisation. Sam is creative and 
curious, and has become competent and 
critical with the support of his employer.

While a phisher might still be able to get 
past Sam, it is a far more formidable pros-
pect. David Marquet urges us to change 
rule followers into leaders to improve 
employee morale and organisational 
outcomes.14 The four Cs are calculated 
to achieve this. The ultimate goal is to 
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strengthen the human firewall so as to for-
tify this first and crucial line of defence. As 
a side effect, we will also get happier and 
more fulfilled employees who do not feel 
side-lined, stupid or unimportant when 
it comes to defeating the hordes of invis-
ible and pesky cyber criminals that seek to 
compromise their organisations. 
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